Table of Contents

•

Security Council Tightens Sanctions on Democratic People’s Republic of
Korea, Unanimously Adopting Resolution 2397 (2017)

•

New UN sanctions against North Korea: Human Rights Without
Frontiers urges Poland and Italy to send back their North Korean
workers to Pyongyang

•

N. Korean soldier flees to S. Korea via DMZ

•

Two North Korean football players in Italy present possible violations of
UN sanctions

•

Image source: http://www.espnfc.com/italian-serieb/story/3215371/kwang-song-han-forbidden-from-going-on-tv-bynorth-korea-perugia-chief

•

Rape and no periods in North Korea's army

•

North Korean refugees forcibly repatriated from China

•

For North Korean soldier’s recovery, South Koreans are pinning their
hopes on this doctor

•

North Korean soldier shot by own troops as he defects to the south

•

North Korea and the escalation of a global crisis: any role for the
European Union?

•

North Korean workers in Poland: Private companies could be the next
target of sanctions

•

Crisis on the Korean Peninsula – what role for the EU?

•

EU adopts new sanctions

•

Sri Lanka, Poland, say no to North Korean workers

•

European Council strengthens EU sanctions in line with latest UN
security resolution

•

North Korean Workers in Poland: Warsaw continues providing hard
currencies to Pyongyang

•

Suicide of North Korean Defectors

•

The BBC launches Korean language news: A new option for North
Korean radio listeners

•

HRWF denounces the exploitation of North Korean Overseas Workers in
Poland at the OSCE/ODIHR in Warsaw

•

Shadowed children

•

Sakharov Prize: 48 members of the European Parliament supported
Bandi’s candidacy, however…

•

UN sanctions and North Korean workers in Poland and Russia

•

Are the new UN sanctions enough to slow North Korea’s missile
development program?

•

Social media and shopping: Report provides potential insights on North
Korean online behavior

Human Rights Without Frontiers HR in the World Newsletter. North Korea

•

North Korean workers in Poland

•

How North Korea uses slave labor exports to circumvent sanctions

•

North Koreans in Russia work ‘basically in the situation of slaves’

•

The Case of Mr. Ham Jin-Woo’s

•

Don’t return 5 refugees to North Korea

•

Otto Warmbier dies days after release from North Korean detention

•

U.S. student freed from N. Korea in state of 'coma'

•

North Korean soldier crosses heavily mined DMZ to defect to South
Korea

•

The Regime Strikes Back: A New Era of North Korean Information
Controls

•

Council adds 14 persons and 4 entities to its sanctions lists in line with
the latest UN Security Council resolution

•

The North Korean slaves of St Petersburg

•

World Cup 2018: Fifa admits workers have suffered human rights
abuses

•

North Korean refugees announce ‘Brussels Declaration’

•

The World Congress for North Korean Defectors

Security Council Tightens Sanctions on Democratic
People’s Republic of Korea, Unanimously Adopting
Resolution 2397 (2017)
UN Security Council (22.12.2017) - https://www.un.org/press/en/2017/sc13141.doc.htm
- Condemning, in the strongest terms, the launch of a ballistic missile by the Democratic
People’s Republic of Korea on 28 November 2017, the Security Council today further
tightened sanctions on the country, severely restricting fuel imports and other trade, as
well as the ability of its citizens to work abroad.
Unanimously adopting resolution 2397 (2017), the Council limited the country’s imports
of refined petroleum to 500,000 barrels for 12 months starting on 1 January 2018, with
crude oil capped at the current levels for that period. It also called for the repatriation of
all its nationals earning income abroad, with some humanitarian exceptions, to the
Democratic People’s Republic of Korea within 12 months.
In addition, the text targeted 16 new additional individuals, mainly banking officials, for
the asset freeze and travel ban imposed in previous measures. The asset freeze was also
imposed on the Ministry of the People’s Armed Forces, which manages the general
administrative and logistical needs of that country’s military.
The Council authorized Member States to seize, inspect, freeze and impound any vessel
in their territorial waters found to be illicitly providing oil to the Democratic People’s
Republic of Korea through ship-to-ship transfers, or smuggling coal and other prohibited
commodities from the country. It also banned the export of food products, machinery,
electrical equipment, earth and stones, wood and vessels from the country, and exports
of industrial equipment, machinery, transportation vehicles and industrial metals to it.
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The Council called on all Member States to redouble efforts to implement in full all the
measures of the new resolution as well as those of previous resolutions, including
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013) 2270 (2016),
2321 (2016), 2356 (2017), 2371 (2017) and 2375 (2017). It also urged that Member
States cooperate with each other in doing so, particularly with respect to inspecting,
detecting and seizing items designated by the resolutions.
Condemning the Democratic People’s Republic of Korea for neglecting to meet the severe
needs of its people in its pursuit of weapons, the Council stressed that the measures
imposed were not intended to have adverse humanitarian consequences. It also
reaffirmed support for resumption of the six-party talks leading to the re-entry of the
country into the international non-proliferation regime.
The Council, stating that it would keep the situation under review, affirmed that it was
prepared to strengthen, modify, suspend or lift the measures in light of compliance by
the Democratic People’s Republic of Korea. Additional tests of nuclear weapons or
long-range ballistic missiles by the country would result in further restrictions on its
import of petroleum.
Following the adoption of the resolution, Council members, along with the representative
of the Republic of Korea, welcomed the unity that had been achieved by the 15-member
organ in responding firmly to the latest nuclear and missile activity by the Democratic
People’s Republic of Korea. The magnitude of the threat posed by that activity was
stressed by most speakers. Many also made clear that the purpose of the measures
were not to worsen the plight of the people of the country, but to bring about a political
solution to the situation on the Korean Peninsula. In that light, speakers urged the
measures be fully implemented by all Member States.
Nikki R. Haley (United States) thanked the Chinese delegation, as well as others, for
working hard with her to develop the consensus text. The Council’s unity was a
reflection of international outrage at the actions of the Democratic People’s Republic of
Korea. Enumerating the many times that the country had chosen international isolation
by its actions, she said that the latest launch was an unprecedented violation which
required an unprecedented response. For that reason, the measures had been tightened
greatly as compared to previous texts. “Further defiance would result in further
isolation,” she emphasized.
Matthew John Rycroft (United Kingdom) recalled recent meetings in which the violations
of the Democratic People’s Republic of Korea had been highlighted, both on the
non-proliferation and human rights fronts. Yet, in the meeting on 15 December (see
Press Release SC/13121), the country itself had pledged to continue its provocations. By
resolution 2397 (2017), the international community had given a reply to those
provocations, he said, stressing that no stone would be left unturned to bring about a
diplomatic solution. He called on the country to engage meaningfully with the
international community, while urging Member States to fully implement the sanctions.
Kairat Umarov (Kazakhstan) voiced his hope that, by the text, a very clear message was
being sent to Pyongyang expressing disapproval of its actions. The country must
understand the cause of the sanctions. For that reason, communications must be
improved between it and the international community. The temporary nature of the
sanctions must be stressed in order for the measures to have their desired result of
bringing about talks.
Amr Abdellatif Aboulatta (Egypt) said that he had voted in favour of the resolution to
maintain the credibility of the Treaty on the Non-Proliferation of Nuclear Weapons, which
must be binding without discrimination or distinction. Given the destabilizing effect of
the recent tests, he called on the Democratic People’s Republic of Korea to cease all
further provocations and threats and, instead, rejoin the Non-Proliferation Treaty as a
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non-nuclear State. He also called for a comprehensive settlement on the Korean
Peninsula through revived negotiations.
Fodé Seck (Senegal), lauding the unanimous adoption, said that the Council had been
obliged to respond to the provocations of the Democratic People’s Republic of Korea,
which presented dangers to people living and traveling in the region. He reaffirmed that
the measures must be part and parcel of an overall political strategy to engage all parties
in dialogue. For that purpose, he called for resumption of the six-party talks, along with
continued unity on the part of the international community.
François Delattre (France) called the Council’s consensus on the text a significant step in
bolstering action against the provocations of the Democratic People’s Republic of Korea.
It showed the seriousness of the threat posed to international peace and the
non-proliferation regime. A message of unity and determination was being sent, as gaps
in the measures and their implementation were being closed. It was part of the political
strategy that must advance to resolve the crisis. Maximum pressure was the best lever
available to bring about dialogue.
Tekeda Alemu (Ethiopia) said that, as other options were unthinkable in addressing the
crisis, the international community was obliged to increase pressure on the Democratic
People’s Republic of Korea. Council unity, indispensable on the issue, was again
demonstrated in sending a strong message to the country. He called on all Member
States to implement the measures in the hope of reviving talks.
Inigo Lambertini (Italy), affirming the grave threat posed by the actions of the
Democratic People’s Republic of Korea, called on the regime to put an immediate end to
its nuclear and missile programme. The new resolution was an appropriate response to
the magnitude of the threat. Reiterating his concern for the humanitarian welfare of that
country’s people, he called on all Member States to implement the measures in order to
revive talks.
Luis Homero Bermúdez Álvarez (Uruguay) also stressed that the implementation of
sanctions should aim at bringing about a political solution and should not have a negative
effect on the well-being of the population. There was no military solution to the crisis on
the Korean Peninsula, he underscored, calling for the resumption of political dialogue
before the crisis deepened even further.
Irina Schoulgin Nyoni (Sweden) said that the resolution reaffirmed that the world did not
accept the Democratic People’s Republic of Korea’s nuclear weapons and ballistic missiles
programmes. In addition to implementing the sanctions regime, further work was
needed to reduce tensions, as sanctions alone would not resolve the situation. She
stressed the importance that measures adopted not impede on ongoing efforts by the
United Nations and other humanitarian actors.
Volodymyr Yelchenko (Ukraine) said the resolution clearly proved that the Council
remained united and decisive in its response to the growing nuclear threat on the Korean
Peninsula. It also confirmed the Council’s openness to dialogue. He urged full
implementation by all Member States of Council’s resolutions related to the Democratic
People’s Republic of Korea.
Pedro Luis Inchauste Jordán (Bolivia), expressing support for resumption of the six-party
talks, underlined his concern regarding the measure’s impact on civilian populations, as
well as the consequences for repatriated workers and the disregard for their human
rights. He also stressed his strong rejection of unilateral sanctions, calling them a
violation of international law. Supporting China’s dual suspension proposal, he
underscored the importance of establishing dialogue without conditions and keeping
channels of communications open.
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Wu Haitao (China), affirming that the resolution reflected the unanimous position of the
international community, urged the Democratic People’s Republic of Korea to abide by
Council resolutions and refrain from further nuclear and ballistic missile tests. He
stressed that the nuclear issue should be solved through diplomatic means, adding that
the measures were not intended to hinder humanitarian assistance. The past two
decades had shown that dialogue produced results and that tough posturing and
confrontations caused setbacks. The nuclear issue should be solved peacefully by
addressing the security concerns of all parties. Unilateral sanctions would not lead to a
solution and would undermine the unity of the Council. He reiterated China’s dual
suspension proposal: end missile and nuclear activities, and stop escalation of military
exercises. China and the Russian Federation had issued a joint statement containing a
road map towards the peaceful settlement of the issue, he noted.
Vladimir K. Safronkov (Russian Federation), demanding that all stakeholders be open to
dialogue, stated his rejection of tabling a text that included last-minute changes. He
underscored that sanctions did not apply to the activities of diplomatic missions, among
others. Nonetheless, some of his country’s concerns had not been heeded. Council unity
was important in efforts towards a political settlement, and he called on stakeholders to
undertake measures to reduce tensions. He was ready to engage with all parties, as
described in the road map which his country and China had proposed, he said.
Koro Bessho (Japan), Council President for December, spoke in his national capacity and
underscored that a clear signal had been sent to the Democratic People’s Republic of
Korea: its continuation of nuclear and missile development could never be tolerated and
maximum pressure would be applied to end it. He called on all Member States to renew
their commitments to fully implementing sanctions for that purpose. If the regime
wanted true security, it must take concrete measures toward denuclearization, comply
fully with Council resolutions and return to meaningful dialogue. Japan looked forward to
working closely with all relevant partners to continue to seek a comprehensive solution to
the issue, he said.
Park Chull-joo (Republic of Korea) recalled that the Council had just condemned the
provocative behaviour of the Democratic People’s Republic of Korea as being one of the
most serious threats to international peace and security, as well as a flagrant violation of
relevant Council resolutions. The international community must continue to demonstrate
its determination to the Democratic People’s Republic of Korea that a nuclear North Korea
would never be recognized and that there would be consequences if it kept on going
down that path.
Sanctions were not an end in themselves, he said, but an effective means to bring North
Korea back on track for a peaceful, diplomatic and political solution. He urged the
Democratic People’s Republic of Korea to participate in the upcoming Pyeongchang
Winter Olympic Games and stop its destabilizing provocations in the lead-up to the
“Olympics of peace”. The Democratic People’s Republic of Korea should abandon the
delusional idea of pursuing security through developing illegal nuclear weapons and
ballistic missiles, but should redirect its efforts to deliver prosperity to its people.
The meeting began at 1:30 p.m. and ended at 2:30 p.m.
Resolution
The full text of Security Council resolution 2397 (2017) reads as follows:
“The Security Council,
“Recalling its previous relevant resolutions, including resolution 825 (1993), resolution
1695 (2006), resolution 1718 (2006), resolution 1874 (2009), resolution 1887 (2009),
resolution 2087 (2013), resolution 2094 (2013), resolution 2270 (2016), resolution
2321 (2016), resolution 2356 (2017), resolution 2371 (2017), resolution 2375 (2017), as
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well as the statements of its President of 6 October 2006 (document S/PRST/2006/41),
13 April 2009 (document S/PRST/2009/7), 16 April 2012 (document S/PRST/2012/13),
and 29 August 2017 (document S/PRST/2017/16),
“Reaffirming that proliferation of nuclear, chemical and biological weapons, as well as
their means of delivery, constitutes a threat to international peace and security,
“Expressing its gravest concern at the ballistic missile launch by the Democratic People’s
Republic of Korea (DPRK) on 28 November 2017 in violation of resolutions 1718 (2006),
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016) 2321 (2016), 2356 (2017),
2371 (2017), and 2375 (2017) and at the challenge such a test constitutes to the Treaty
on Non-Proliferation of Nuclear Weapons (NPT) and to international efforts aimed at
strengthening the global regime of non-proliferation of nuclear weapons, and the danger
it poses to peace and stability in the region and beyond,
“Underlining once again the importance that the DPRK respond to other security and
humanitarian concerns of the international community, including the necessity of the
DPRK respecting and ensuring the welfare, inherent dignity, and rights of people in the
DPRK, and expressing great concern that the DPRK continues to develop nuclear
weapons and ballistic missiles by diverting critically needed resources away from the
people in the DPRK at tremendous cost when they have great unmet needs,
“Acknowledging that the proceeds of the DPRK’s trade in sectoral goods, including but
not limited to coal, iron, iron ore, lead, lead ore, textiles, seafood, gold, silver, rare earth
minerals and other prohibited metals, as well as the revenue generated from DPRK
workers overseas, among others, contribute to the DPRK’s nuclear weapons and ballistic
missile programs,
“Expressing its gravest concern that the DPRK’s ongoing nuclear- and ballistic
missile-related activities have destabilized the region and beyond, and determining that
there continues to exist a clear threat to international peace and security,
“Acting under Chapter VII of the Charter of the United Nations, and taking measures
under Article 41,
“1. Condemns in the strongest terms the ballistic missile launch conducted by the DPRK
on 28 November 2017 in violation and flagrant disregard of the Security Council’s
resolutions;
“2. Reaffirms its decisions that the DPRK shall not conduct any further launches that
use ballistic missile technology, nuclear tests, or any other provocation; shall
immediately suspend all activities related to its ballistic missile program and in this
context re-establish its pre-existing commitments to a moratorium on all missile
launches; shall immediately abandon all nuclear weapons and existing nuclear programs
in a complete, verifiable and irreversible manner, and immediately cease all related
activities; and shall abandon any other existing weapons of mass destruction and ballistic
missile programs in a complete, verifiable and irreversible manner;
Designations
“3. Decides that the measures specified in paragraph 8(d) of resolution 1718 (2006)
shall apply also to the individuals and entities listed in annex I and II of this resolution
and to any individuals or entities acting on their behalf or at their direction, and to
entities owned or controlled by them, including through illicit means, and decides further
that the measures specified in paragraph 8(e) of resolution 1718 (2006) shall also apply
to the individuals listed in annex I of this resolution and to individuals acting on their
behalf or at their direction;
Sectoral
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“4. Decides that all Member States shall prohibit the direct or indirect supply, sale or
transfer to the DPRK, through their territories or by their nationals, or using their flag
vessels, aircraft, pipelines, rail lines, or vehicles and whether or not originating in their
territories, of all crude oil, unless the Committee approves in advance on a case-by-case
basis a shipment of crude oil which is exclusively for livelihood purposes of DPRK
nationals and unrelated to the DPRK’s nuclear or ballistic missile programmes or other
activities prohibited by resolutions 1718 (2006), 1874 (2009), 2087 (2013),
2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) or this
resolution, further decides that this prohibition shall not apply with respect to crude oil
that, for a period of twelve months after the date of adoption of this resolution, and for
12-month periods thereafter, does not exceed 4 million barrels or 525,000 tons in the
aggregate per twelve month period, and decides that all Member States providing crude
oil shall provide a report to the Committee every 90 days from the date of adoption of
this resolution of the amount of crude oil provided to the DPRK;
“5. Decides that all Member States shall prohibit the direct or indirect supply, sale or
transfer to the DPRK, through their territories or by their nationals, or using their flag
vessels, aircraft, pipelines, rail lines, or vehicles, and whether or not originating in their
territories, of all refined petroleum products, decides that the DPRK shall not procure
such products, further decides that this provision shall not apply with respect to
procurement by the DPRK or the direct or indirect supply, sale, or transfer to the DPRK,
through their territories or by their nationals, or using their flag vessels, aircraft,
pipelines, rail lines, or vehicles, and whether or not originating in their territories, of
refined petroleum products, including diesel and kerosene, in the aggregate amount of
up to 500,000 barrels during a period of twelve months beginning on January 1, 2018,
and for twelve month periods thereafter, provided that (a) the Member State notifies the
Committee every thirty days of the amount of such supply, sale, or transfer to the DPRK
of refined petroleum products along with information about all the parties to the
transaction, (b) the supply, sale, or transfer of refined petroleum products involve no
individuals or entities that are associated with the DPRK’s nuclear or ballistic missile
programmes or other activities prohibited by resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017), or this resolution, including designated individuals or entities, or individuals or
entities acting on their behalf or at their direction, or entities owned or controlled by
them, directly or indirectly, or individuals or entities assisting in the evasion of sanctions,
and (c) the supply, sale, or transfer of refined petroleum products are exclusively for
livelihood purposes of DPRK nationals and unrelated to generating revenue for the
DPRK’s nuclear or ballistic missile programmes or other activities prohibited by
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321
(2016), 2356 (2017), 2371 (2017), 2375 (2017) or this resolution, directs the
Committee Secretary beginning on 1 January 2018 to notify all Member States when an
aggregate amount of refined petroleum products sold, supplied, or transferred to the
DPRK of 75 per cent of the aggregate yearly amounts have been reached, also directs
the Committee Secretary beginning on 1 January 2018 to notify all Member States when
an aggregate amount of refined petroleum products sold, supplied, or transferred to the
DPRK of 90 per cent of the aggregate yearly amounts have been reached, and further
directs the Committee Secretary beginning on 1 January 2018 to notify all Member
States when an aggregate amount of refined petroleum products sold, supplied, or
transferred to the DPRK of 95 per cent of the aggregate yearly amounts have been
reached and to inform them that they must immediately cease selling, supplying, or
transferring refined petroleum products to the DPRK for the remainder of the year,
directs the Committee to make publicly available on its website the total amount of
refined petroleum products sold, supplied, or transferred to the DPRK by month and by
source country, directs the Committee to update this information on a real-time basis as
it receives notifications from Member States, calls upon all Member States to regularly
review this website to comply with the annual limits for refined petroleum products
established by this provision beginning on 1 January 2018, directs the Panel of Experts to
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closely monitor the implementation efforts of all Member States to provide assistance
and ensure full and global compliance, and requests the Secretary-General to make the
necessary arrangements to this effect and provide additional resources in this regard;
“6. Decides that the DPRK shall not supply, sell or transfer, directly or indirectly, from
its territory or by its nationals or using its flag vessels or aircraft, food and agricultural
products (HS codes 12, 08, 07), machinery (HS code 84), electrical equipment (HS code
85), earth and stone including magnesite and magnesia (HS code 25), wood (HS code
44), and vessels (HS code 89), and that all States shall prohibit the procurement of the
above-mentioned commodities and products from the DPRK by their nationals, or using
their flag vessels or aircraft, whether or not originating in the territory of the DPRK,
clarifies that the full sectoral ban on seafood in paragraph 9 of resolution 2371 (2017)
prohibits the DPRK from selling or transferring, directly or indirectly, fishing rights, and
further decides that for sales of and transactions involving all commodities and products
from the DPRK whose transfer, supply, or sale by the DPRK are prohibited by this
paragraph and for which written contracts have been finalized prior to the adoption of
this resolution, all States may only allow those shipments to be imported into their
territories up to 30 days from the date of adoption of this resolution with notification
provided to the Committee containing details on those imports by no later than 45 days
after the date of adoption of this resolution;
“7. Decides that all Member States shall prohibit the direct or indirect supply, sale or
transfer to the DPRK, through their territories or by their nationals, or using their flag
vessels, aircraft, pipelines, rail lines, or vehicles and whether or not originating in their
territories, of all industrial machinery (HS codes 84 and 85), transportation vehicles (HS
codes 86 through 89), and iron, steel, and other metals (HS codes 72 through 83) and
further decides that this provision shall not apply with respect to the provision of spare
parts needed to maintain the safe operation of DPRK commercial civilian passenger
aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An148-100B, Il-18D, Il-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300);
“8. Expresses concern that DPRK nationals continue to work in other States for the
purpose of generating foreign export earnings that the DPRK uses to support its
prohibited nuclear and ballistic missile programs despite the adoption of paragraph 17 of
resolution 2375 (2017), decides that Member States shall repatriate to the DPRK all
DPRK nationals earning income in that Member State’s jurisdiction and all DPRK
government safety oversight attachés monitoring DPRK workers abroad immediately but
no later than 24 months from the date of adoption of this resolution unless the Member
State determines that a DPRK national is a national of that Member State or a DPRK
national whose repatriation is prohibited, subject to applicable national and international
law, including international refugee law and international human rights law, and the
United Nations Headquarters Agreement and the Convention on the Privileges and
Immunities of the United Nations, and further decides that all Member States shall
provide a midterm report by 15 months from the date of adoption of this resolution of all
DPRK nationals earning income in that Member State’s jurisdiction that were repatriated
over the 12 month period starting from the date of adoption of this resolution, including
an explanation of why less than half of such DPRK nationals were not repatriated by the
end of that 12 month period if applicable, and all Member States shall provide final
reports by 27 months from the date of adoption of this resolution;
Maritime Interdiction of Cargo Vessels
“9. Notes with great concern that the DPRK is illicitly exporting coal and other prohibited
items through deceptive maritime practices and obtaining petroleum illegally through
ship-to-ship transfers and decides that Member States shall seize, inspect, and freeze
(impound) any vessel in their ports, and may seize, inspect, and freeze (impound) any
vessel subject to its jurisdiction in its territorial waters, if the Member State has
reasonable grounds to believe that the vessel was involved in activities, or the transport
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of items, prohibited by resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017), or this
resolution, encourages Member States to consult with the flag States of relevant vessels
once they are seized, inspected, and frozen (impounded), and further decides that, after
six months from the date such vessels were frozen (impounded), this provision shall not
apply if the Committee decides, on a case-by-case basis and upon request of a flag
State, that adequate arrangements have been made to prevent the vessel from
contributing to future violations of these resolutions;
“10. Decides that when a Member State has information to suspect that the DPRK is
attempting to supply, sell, transfer or procure, directly or indirectly, illicit cargo, that
Member State may request additional maritime and shipping information from other
relevant Member States, including to determine whether the item, commodity, or product
in question originated from the DPRK, further decides that all Member States receiving
such inquiries shall respond as promptly as possible to such requests in an appropriate
manner, decides that the Committee, with the support of its Panel of Experts, shall
facilitate timely coordination of such information requests through an expedited process,
and requests the Secretary-General to make the necessary arrangements to this effect
and provide additional resources to the Committee and the Panel of Experts in this
regard;
“11. Reaffirms paragraph 22 of resolution 2321 (2016) and decides that each Member
State shall prohibit its nationals, persons subject to its jurisdiction and entities
incorporated in its territory or subject to its jurisdiction from providing insurance or reinsurance services to vessels it has reasonable grounds to believe were involved in
activities, or the transport of items, prohibited by resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017), or this resolution, unless the Committee determines on a case-by-case basis that
the vessel is engaged in activities exclusively for livelihood purposes which will not be
used by DPRK individuals or entities to generate revenue or exclusively for humanitarian
purposes;
“12. Reaffirms paragraph 24 of resolution 2321 (2016) and decides that each Member
State shall de-register any vessel it has reasonable grounds to believe was involved in
activities, or the transport of items, prohibited by resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017), or this resolution and prohibit its nationals, persons subject to its jurisdiction and
entities incorporated in its territory or subject to its jurisdiction from thereafter providing
classification services to such a vessel except as approved in advance by the Committee
on a case-by-case basis, and further decides that Member States shall not register any
such vessel that has been de-registered by another Member State pursuant to this
paragraph except as approved in advance by the Committee on a case-by-case basis;
“13. Expresses concern that DPRK-flagged, controlled, chartered, or operated vessels
intentionally disregard requirements to operate their automatic identification systems
(AIS) to evade UNSCR sanctions monitoring by turning off such systems to mask their
full movement history and calls upon Member States to exercise enhanced vigilance with
regards to such vessels conducting activities prohibited by resolutions 1718 (2006), 1874
(2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371
(2017), 2375 (2017), or this resolution;
“14. Recalls paragraph 30 of resolution 2321 (2016) and decides that all Member States
shall prevent the direct or indirect supply, sale or transfer to the DPRK, through their
territories or by their nationals, or using their flag vessels or aircraft, and whether or not
originating in their territories, of any new or used vessels, except as approved in advance
by the Committee on a case-by-case basis;
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“15. Decides that, if a Member State has information regarding the number, name, and
registry of vessels encountered in its territory or on the high seas that are designated by
the Security Council or by the Committee as subject to the asset freeze imposed by
paragraph 8(d) of resolution 1718 (2006), the various measures imposed by paragraph
12 of resolution 2321 (2016), the port entry ban imposed by paragraph 6 of resolution
2371 (2017), or relevant measures in this resolution, then the Member State shall notify
the Committee of this information and what measures were taken to carry out an
inspection, an asset freeze and impoundment or other appropriate action as authorized
by the relevant provisions of resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017), or this
resolution;
“16. Decides that the provisions of this resolution shall not apply with respect solely to
the trans-shipment of Russia-origin coal to other countries through the Russia-DPRK
Rajin-Khasan port and rail project, as permitted by paragraph 8 of resolution 2371
(2017) and paragraph 18 of resolution 2375 (2017);
Sanctions Implementation
“17. Decides that Member States shall report to the Security Council within ninety days
of the adoption of this resolution, and thereafter upon request by the Committee, on
concrete measures they have taken in order to implement effectively the provisions of
this resolution, requests the Panel of Experts, in cooperation with other UN sanctions
monitoring groups, to continue its efforts to assist Member States in preparing and
submitting such reports in a timely manner;
“18. Calls upon all Member States to redouble efforts to implement in full the measures
in resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013) 2270 (2016), 2321
(2016), 2356 (2017), 2371 (2017), 2375 (2017) and this resolution and to cooperate
with each other in doing so, particularly with respect to inspecting, detecting and seizing
items the transfer of which is prohibited by these resolutions;
“19. Decides that the mandate of the Committee, as set out in paragraph 12 of
resolution 1718 (2006), shall apply with respect to the measures imposed in this
resolution and further decides that the mandate of the Panel of Experts, as specified in
paragraph 26 of resolution 1874 (2009) and modified in paragraph 1 of resolution 2345
(2017), shall also apply with respect to the measures imposed in this resolution;
“20. Decides to authorize all Member States to, and that all Member States shall, seize
and dispose (such as through destruction, rendering inoperable or unusable, storage, or
transferring to a State other than the originating or destination States for disposal) of
items the supply, sale, transfer, or export of which is prohibited by resolutions 1718
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356
(2017), 2371 (2017), 2375 (2017) or this resolution that are identified in inspections, in
a manner that is not inconsistent with their obligations under applicable Security Council
resolutions, including resolution 1540 (2004), as well as any obligations of parties to the
NPT, the Convention on the Prohibition of the Development, Production, Stockpiling and
Use of Chemical Weapons and on Their Development of 29 April 1997, and the
Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction of 10 April 1972;
“21. Emphasizes the importance of all States, including the DPRK, taking the necessary
measures to ensure that no claim shall lie at the instance of the DPRK, or of any person
or entity in the DPRK, or of persons or entities designated for measures set forth in
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321
(2016), 2356 (2017), 2371 (2017), 2375 (2017) or this resolution, or any person
claiming through or for the benefit of any such person or entity, in connection with any
contract or other transaction where its performance was prevented by reason of the
measures imposed by this resolution or previous resolutions;
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“22. Emphasizes that the measures set forth in resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017) and this resolution shall in no way impede the activities of diplomatic or consular
missions in the DPRK pursuant to the Vienna Conventions on Diplomatic and Consular
Relations;
Political
“23. Reiterates its deep concern at the grave hardship that the people in the DPRK are
subjected to, condemns the DPRK for pursuing nuclear weapons and ballistic missiles
instead of the welfare of its people while people in the DPRK have great unmet needs,
emphasizes the necessity of the DPRK respecting and ensuring the welfare and inherent
dignity of people in the DPRK, and demands that the DPRK stop diverting its scarce
resources toward its development of nuclear weapons and ballistic missiles at the cost of
the people in the DPRK;
“24. Regrets the DPRK’s massive diversion of its scarce resources toward its
development of nuclear weapons and a number of expensive ballistic missile programs,
notes the findings of the United Nations Office for the Coordination of Humanitarian
Assistance that well over half of the people in the DPRK suffer from major insecurities in
food and medical care, including a very large number of pregnant and lactating women
and under-five children who are at risk of malnutrition and 41 per cent of its total
population who are undernourished, and, in this context, expresses deep concern at the
grave hardship to which the people in the DPRK are subjected;
“25. Reaffirms that the measures imposed by resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017) and this resolution are not intended to have adverse humanitarian consequences
for the civilian population of the DPRK or to affect negatively or restrict those activities,
including economic activities and cooperation, food aid and humanitarian assistance, that
are not prohibited by resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013),
2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and this resolution,
and the work of international and non-governmental organizations carrying out
assistance and relief activities in the DPRK for the benefit of the civilian population of the
DPRK, stresses the DPRK’s primary responsibility and need to fully provide for the
livelihood needs of people in the DPRK, and decides that the Committee may, on a caseby-case basis, exempt any activity from the measures imposed by these resolutions if
the committee determines that such an exemption is necessary to facilitate the work of
such organizations in the DPRK or for any other purpose consistent with the objectives of
these resolutions;
“26. Reaffirms its support for the Six Party Talks, calls for their resumption, and
reiterates its support for the commitments set forth in the Joint Statement of
19 September 2005 issued by China, the DPRK, Japan, the Republic of Korea, the
Russian Federation, and the United States, including that the goal of the Six-Party Talks
is the verifiable denuclearization of the Korean Peninsula in a peaceful manner and the
return of the DPRK to the Non-proliferation Treaty (NPT) and International Atomic Energy
Agency safeguards at an early date, bearing in mind the rights and obligations of States
parties to the NPT and underlining the need for all States parties to the NPT to continue
to comply with their Treaty obligations, that the United States and the DPRK undertook
to respect each other’s sovereignty and exist peacefully together, that the Six Parties
undertook to promote economic cooperation, and all other relevant commitments;
“27. Reiterates the importance of maintaining peace and stability on the Korean
Peninsula and in north-east Asia at large, and expresses its commitment to a peaceful,
diplomatic, and political solution to the situation and welcomes efforts by the Council
members as well as other States to facilitate a peaceful and comprehensive solution
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through dialogue and stresses the importance of working to reduce tensions in the
Korean Peninsula and beyond;
“28. Affirms that it shall keep the DPRK’s actions under continuous review and is
prepared to strengthen, modify, suspend or lift the measures as may be needed in light
of the DPRK’s compliance, and, in this regard, expresses its determination to take further
significant measures in the event of a further DPRK nuclear test or launch, and decides
that, if the DPRK conducts a further nuclear test or a launch of a ballistic missile system
capable of reaching intercontinental ranges or contributing to the development of a
ballistic missile system capable of such ranges, then the Security Council will take action
to restrict further the export to the DPRK of petroleum;
“29. Decides to remain seized of the matter.”
Annex I
Travel Ban/Asset Freeze (Individuals)
1. CH'OE SO’K MIN
a. Description: Ch’oe So’k-min is an overseas Foreign Trade Bank representative. In
2016, Ch’oe So’k-min was the deputy representative at the Foreign Trade Bank branch
office in that overseas location. He has been associated with cash transfers from that
overseas Foreign Trade Bank office to banks affiliated with North Korean special
organizations and Reconnaissance General Bureau operatives located overseas in an
effort to evade sanctions.
b. AKA: n/a
c. Identifiers: DOB: 25 July 1978; Nationality: DPRK; Gender: male
2. CHU HYO’K
a. Description: Chu Hyo’k is a North Korean national who is an overseas Foreign Trade
Bank representative.
b. AKA: Ju Hyok
c. Identifiers: DOB: 23 November 1986; Passport No. 836420186 issued 28 October
2016 expires 28 October 2021; Nationality: DPRK; Gender: male
3. KIM JONG SIK
a. Description: A leading official guiding the DPRK’s WMD development efforts. Serving
as Deputy Director of the Workers’ Party of Korea Munitions Industry Department.
b. A.K.A.: Kim Cho’ng-sik
c. Identifiers: YOB: between 1967 and 1969; Nationality: DPRK; Gender: male;
Address: DPRK
4. KIM KYONG IL
a. Description: Kim Kyong Il is a Foreign Trade Bank deputy chief representative in
Libya.
b. AKA: Kim Kyo'ng-il
c. Identifiers: Location Libya; DOB: 01 August 1979; Passport No. 836210029;
Nationality: DPRK; Gender: male
5. KIM TONG CHOL
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a. Description: Kim Tong Chol is an overseas Foreign Trade Bank representative.
b. AKA: Kim Tong-ch'o'l
c. Identifiers: DOB: 28 January 1966; Nationality: DPRK; Gender: male
6. KO CHOL MAN
a. Description: Ko Chol Man is an overseas Foreign Trade Bank representative.
b. AKA: Ko Ch'o'l-man
c. Identifiers: DOB: 30 September 1967; Passport No. 472420180; Nationality: DPRK;
Gender: male
7. KU JA HYONG
a. Description: Ku Ja Hyong is a Foreign Trade Bank chief representative in Libya.
b. AKA: Ku Cha-hyo'ng
c. Identifiers: Location Libya; DOB: 08 September 1957; Nationality: DPRK; Gender:
male
8. MUN KYONG HWAN
a. Description: Mun Kyong Hwan is an overseas Bank of East Land representative.
b. AKA: Mun Kyo'ng-hwan
c. Identifiers: DOB: 22 August 1967; Passport No. 381120660 expires 25 March 2016;
Nationality: DPRK; Gender: male
9. PAE WON UK
a. Description: Pae Won Uk is an overseas Daesong Bank representative.
b. AKA: Pae Wo'n-uk
c. Identifiers: DOB: 22 August 1969; Nationality: DPRK; Gender: male; Passport No.
472120208 expires 22 Feb 2017
10. PAK BONG NAM
a. Description: Pak Bong Nam is an overseas Ilsim International Bank representative.
b. AKA: Lui Wai Ming; Pak Pong Nam; Pak Pong-nam
c. Identifiers: DOB: 06 May 1969; Nationality: DPRK; Gender: male
11. PAK MUN IL
a. Description: Pak Mun Il is an overseas official of Korea Daesong Bank.
b. AKA: Pak Mun-il
c. Identifiers: DOB 01 January 1965; Passport No. 563335509 expires 27 August 2018;
Nationality: DPRK; Gender: male
12. RI CHUN HWAN
a. Description: Ri Chun Hwan is an overseas Foreign Trade Bank representative.
b. AKA: Ri Ch'un-hwan
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c. Identifiers: DOB 21 August 1957; Passport No. 563233049 expires 09 May 2018;
Nationality: DPRK; Gender: male
13. RI CHUN SONG
a. Description: Ri Chun Song is an overseas Foreign Trade Bank representative.
b. AKA: Ri Ch'un-so'ng
c. Identifiers: DOB: 30 October 1965; Passport No. 654133553 expires 11 March 2019;
Nationality: DPRK; Gender: male
14. RI PYONG CHUL
a. Description: Alternate Member of the Political Bureau of the Workers’ Party of Korea
and First Vice Director of the Munitions Industry Department.
b. A.K.A.: Ri Pyo’ng-ch’o’l
c. Identifiers: YOB: 1948; Nationality: DPRK; Gender: male; Address: DPRK
15. RI SONG HYOK
a. Description: Ri Song Hyok is an overseas representative for Koryo Bank and Koryo
Credit Development Bank and has reportedly established front companies to procure
items and conduct financial transactions on behalf of North Korea.
b. AKA: Li Cheng He
c. Identifiers: DOB: 19 March 1965; Nationality: DPRK; Gender: male
16. RI U’N SO’NG
a. Description: Ri U’n-so’ng is an overseas Korea Unification Development Bank
representative.
b. AKA: Ri Eun Song; Ri Un Song
c. Identifiers: DOB: 23 July 1969; Nationality: DPRK; Gender: male
Annex II
Asset Freeze (Entities)
1.

MINISTRY OF THE PEOPLE’S ARMED FORCES (MPAF)

a. Description: The Ministry of the People’s Armed Forces manages the general
administrative and logistical needs of the Korean People’s Army.
b. Location: Pyongyang, DPRK
Democratic People’s Republic of Korea

New UN sanctions against North Korea: Human Rights
Without Frontiers urges Poland and Italy to send back
their North Korean workers to Pyongyang
HRWF (23.12.2017) - All countries must expel North Korean workers and safety monitors
by the end of 2019, according to the new sanctions adopted on 22 December by the UN
Security Council.
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The resolution expresses concern that earnings from these workers are being used to
support the country's nuclear and ballistic missile programs. According to the U.S.
Mission, there are nearly 100,000 overseas North Korean workers, with about 50,000 in
China and 30,000 in Russia.
Poland is therefore to send back its over 400 North Korean overseas workers to
Pyongyang and Italy its two North Korean football players.
The UN Security Council unanimously approved tough new sanctions against North Korea
on Friday in response to its latest launch of a ballistic missile that Pyongyang says is
capable of reaching anywhere on the U.S. mainland.
The resolution adopted by the council includes sharply lower limits on North Korea's
refined oil imports, the return home of all North Koreans working overseas within 24
months, and a crackdown on ships smuggling banned items including coal and oil to and
from the country.
The resolution, drafted by the United States and negotiated with the North's closest ally
China, drew criticism from Russia for the short time the 13 other council nations had to
consider the draft, and last-minute changes to the text. Two of those changes were
extending the deadline for North Korean workers to return home from 12 months to 24
months -- which Russia said was the minimum needed -- and reducing the number of
North Koreans being put on the UN sanctions blacklist from 19 to 15.

N. Korean soldier flees to S. Korea via DMZ
YONHAP (21.12.2017) - http://bit.ly/2BgpgcD - A North Korean soldier fled to South
Korea through the Demilitarized Zone (DMZ), the inter-Korean land border, Thursday,
followed by gunfire from both sides, the South's military said.
The "low-ranking" soldier appeared in front of a guard post on the mid-western front at
around 8:04 a.m. amid thick fog, according to the Joint Chiefs of Staff (JCS).
After the defection, the North's border guards approached the military demarcation line
(MDL) apparently in search of the defector, a JCS official told reporters.
In response, the South's troops fired some 20 warning shots at around 9:30 a.m., he
said.
Roughly 40 minutes later, there was the sound of several gunshots from the North but no
bullets were found to have crossed the border, he added.
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An image of a North Korean soldier's defection to South Korea (Yonhap)

In a separate announcement, the Unification Ministry said two North Korean people
aboard a small wooden boat defected to the South on Wednesday.
"The Navy found it in waters about 100 kilometers north of Dokdo during a patrol
mission," a ministry official said at a press briefing. "A joint probe into the details of their
identities is under way."
The North Korean men expressed their intent to defect and agreed to abandon the aged
and apparently damaged ship, added the official.
Last month, a North Korean soldier made a successful dash to the South via the truce
village of Panmunjom after suffering multiple gunshot wounds fired by the communist
nation's border guards.
An official tally of the JCS shows that 15 North Korean people, including four soldiers,
have fled to the South this year, versus one soldier and four civilians in 2016.
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Two North Korean football players in Italy present
possible violations of UN sanctions

Image source: http://www.espnfc.com/italian-serie-b/story/3215371/kwang-song-han-forbidden-from-goingon-tv-by-north-korea-perugia-chief

By Lea Perekrests, Deputy Director, Human Rights Without Frontiers
HRWF (07.12.2017) – Han Kwang-Song and Choe Song Hyok are two 19 year-old North
Koreans who are currenty playing football in Perugia, Italy. It is reported that the North
Korean government was directly involved in the creations of contracts for the two
players.
Football connections
In 2012, a discussion between Pyongyang and Italian Senator Antonio Razzi began.
In 2014, an Italian delegation, lead by Senator Razzi, and comprised of several football
recruiters and coaches, traveled to North Korea to build diplomatic and friendly
relationships, partially through the common interest of football.
Later that year, Han Kwang-Song and Choe Song Hyok were recruited to play for Italian
football teams by Alessandro Dominici, the owner of Italian Soccer Management, a
company which specializes in recruiting and training young athletes.
Pyongyang financially benefitting?
Choe signed his first contract with the Fiorentina team. Immediately, rumors began to
flow of his salaries final destination being Pyongyang.
It is commonly known amongst experts that North Korean overseas workers do not get
to keep their salaries, or even the majority of their salaries - reports estimate the
Pyongyang usually takes between 70-90% of the earnings, leaving the individual with
10-30% of their earnings.
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In the spring of 2016, Michele Nicoletti, a member of the Italian parliament’s committee
on foreign affairs, expressed concern that North Korea is ‘extorting salaries’ from these
athletes, and alled on the foreign ministry and ministry of labour to investigate.
After reviewing Choe’s contract and payment procedures closely, it seems that the
football club was paying his salary directly into Choe’s bank account. However,
investigators could not tell where the money went following this initial transaction.
Pyongyang’s growing interest in soccer
Commenting on the rare case of the North Korean football players, the New York Times
suggested that the regime’s increasing interest in training football players may hint at
the players’ proven financial benefit:
“The entire initiative, experts said, is in line with a pattern of behavior from the
North Korean government in recent years apparently meant to bolster the
country’s soccer fortunes. In 2013, the government opened the Pyongyang
International Football School to train a few hundred of the country’s best young
players. In 2016, Jorn Andersen, a German citizen born in Norway, became the
first foreigner in almost three decades to coach the North Korean men’s national
team.
Christopher Green, who has interviewed more than 350 North Korean defectors as
part of his research on the political landscape of the country, said that even
physical education classes in the country’s schools began placing a greater
emphasis on soccer in recent years. “North Korea has always had an interest in
developing sporting talent — that’s not new — but the focus on football seems to
be new,” Green said.”
Choe and Han’s freedom in question
In addition to investigating the financial routes of the player’s salaries, Nicoletti also
raised his concern about whether Choe and Han’s human rights are being violated. For
most North Korean overseas workers, they are subject to constant surveillance and
restrictions on personal liberties.
Adding to this suspicion, the players never made comments or answered questions in the
media – a regular occurance for football players. When asked why, some said that it was
because the two did not speak Italian. However, they both attended Italian schools and
spoke regularly with their coaches and teammates.
In September 2017, Kwang-Song Han was scheduled for an interview on the Italian show
Domenica Sportiva. However, just before he was to leave for the event, the government
of North Korea ordered a ban on his appearance.
Their coach in Perugia insists that the two are not under any surveillance or control –
that they live a normal life without any human rights violations.
‘Aiding and abetting a dangerous regime’
As in many other countries in Europe (Poland) and across Africa, if any portion of the
North Korean workers are being taken by the North Korean Regime, Italy would be
violating the United Nations sanctions on North Korea.
As US Secretary of State, Rex Tillerson, said this past July, any country hosting North
Korean workers was “aiding and abetting a dangerous regime”.
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HRWF calls for the Italian government to further investigate the tracking of the salaries.
Unless it can be proven with certainty that Pyongyang is not benefitting, the two football
players contracts should be dismissed.
Sources:
https://www.nytimes.com/2017/11/15/sports/soccer/north-korea-soccer-italy.html
http://www.umbriaon.it/perugia-han-e-choe-intrigo-internazionale/
https://www.thesun.co.uk/sport/football/4567053/north-korean-kim-jong-un-kwangsong-han-perugia/
http://www.telegraph.co.uk/news/2016/05/27/north-korea-suspected-of-extortingyoung-footballers-wages/
https://www.violanation.com/fiorentina-latest-newsupdates/2017/2/9/14546662/fiorentina-news-lates-choe-song-hyok-north-koreaprimavera-figc-court-arbitration-sport-scandal

Rape and no periods in North Korea's army

By Megha Mohan
BBC (21.11.2017) - http://bbc.in/2B351i2 - For almost 10 years Lee So Yeon slept on
the bottom bunk bed, in a room she shared with more than two dozen women. Every
woman was given a small set of drawers in which to store their uniforms. On top of those
drawers each kept two framed photographs. One was of North Korea's founder Kim Ilsung. The second was of his now deceased heir, Kim Jong-il.
It was more than a decade ago that she left, but she retains vivid memories of the smell
of the concrete barracks.
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"We sweat quite a bit.
"The mattress we sleep on, it's made of the rice hull. So all the body odour seeps into the
mattress. It's not made of cotton. Because it's rice hull, all the odour from sweat and
other smells are there. It's not pleasant."
One of the reasons for this was the state of the washing facilities.
"As a woman, one of the toughest things is that we can't shower properly," says Lee So
Yeon.
"Because there is no hot water. They connect a hose to the mountain stream and have
water directly from the hose.
"We would get frogs and snakes through the hose."
The daughter of a university professor, So Yeon, now 41, grew up in the north of the
country. Many male members of her family had been soldiers, and when famine
devastated the country in the 1990s she volunteered - motivated by the thought of a
guaranteed meal each day. Thousands of other young women did the same.
"The famine resulted in a particularly vulnerable time for women in North Korea," says
Jieun Baek, author of North Korea's Hidden Revolution. "More women had to enter the
labour force and more were subject to mistreatment, particularly harassment and sexual
violence."
To begin with, buoyed by a sense of patriotism and collective endeavour, the 17-year-old
Lee So Yeon enjoyed her life in the army. She was impressed with her allocated
hairdryer, although infrequent electricity meant she had little use for it.
Daily routines for men and women were roughly the same. Women tended to have
slightly shorter physical training regimes - but they were also required to perform daily
chores such as cleaning, and cooking that male soldiers were exempted from.
"North Korea is a traditional male-dominated society and traditional gender roles
remain," says Juliette Morillot, author of North Korea in 100 questions, published in
French. "Women are still seen ttukong unjeongsu, which literally translates as 'cooking
pot lid drivers', and means that they should 'stay in the kitchen where they belong'."
The hard training and dwindling food rations took their toll on the bodies of Lee So Yeon
and her fellow recruits.
"After six months to a year of service, we wouldn't menstruate any more because of
malnutrition and the stressful environment," she says.
"The female soldiers were saying that they are glad that they are not having periods.
They were saying that they were glad because the situation is so bad if they were having
periods too that would have been worse."
So Yeon says that the army failed to make provision for menstruation, during her time in
the military, and that she and other female colleagues often had no choice but to reuse
sanitary pads.
"Women to this day still use the traditional white cotton pads," says Juliette Morillot.
"They have to be washed every night when out of men's sight, so women get up early
and wash them."
And having just returned from a field visit where she spoke to several female soldiers,
Morillot confirms that they often do miss their periods.
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"One of the girls I spoke with, who was 20, told me she trained so much that she had
skipped her periods for two years," she says.
Though Lee So Yeon joined the army voluntarily, in 2015 it was announced that all
women in North Korea must do seven years' military service from the age of 18.
At the same time North Korea's government took the unusual step of saying it would
distribute a premium female sanitary brand called Daedong in most female units.
"This may have been a way to atone for conditions of the past," says Jieun Baek. "That
statement may have been to overcorrect for this well-known phenomenon that conditions
for women used to be bad. It may have been a way to boost morale and get more
women to think, 'Wow, we will be taken care of.'"
A premium cosmetic brand Pyongyang Products was also recently distributed to several
female aviation units, following a call by Kim Jong-un in 2016 for North Korean beauty
products to compete with global brands like Lancome, Chanel and Christian Dior.
Despite this, female soldiers stationed in the countryside don't always have access to
private toilets, with some telling Morillot they often have to relieve themselves in front of
men, making them feel especially vulnerable.
Sexual harassment, say both Baek and Morillot, is rife.
Morillot says that when she broached the subject of rape in the army with serving female
soldiers, "most women said it happens to others". None said they had experienced it
personally.
Lee So Yeon also says that she was not raped during her time in the army between 1992
and 2001, but that many of her comrades were.
"The company commander would stay in his room at the unit after hours and rape the
female soldiers under his command. This would happen over and over without an end."
North Korea's military says that it takes sexual abuse seriously, with a jail sentence of up
to seven years for men found guilty of rape.
"But most of the time nobody is willing to testify. So men often go unpunished," says
Juliette Morillot.
She adds that silence about sexual abuse in the army is rooted in the "patriarchal
attitudes of North Korean society" - the same attitudes that ensure that women in the
army do most of the chores.
Women from poor backgrounds recruited into construction brigades, and housed in
informal small barracks or huts, are especially insecure, she says.
"Domestic violence is still widely accepted, and not reported, so it is the same in the
army. But I should really stress the fact that you have the same kind of culture (of
harassment) in the South Korean army."
Lee So Yeon, who served as a sergeant in a signals unit close to the South Korean
border, finally left the army at the age of 28. She was relieved to have the chance to
spend more time with her family, but also felt she wasn't equipped for life outside the
military and struggled financially.
It was in 2008 that she decided to escape to South Korea.
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At the first attempt she was caught at the border with China and sent to a prison camp
for a year.
On her second attempt, shortly after leaving prison, she swam the Tumen river and
crossed into China. There, at the border, she had a rendezvous with a broker, who
arranged for her to move through China to South Korea.
Listen to BBC Outlook A Woman Inside North Korea's Army

North Korean refugees forcibly repatriated from China
Christian Solidarity Worldwide (30.11.2017) - http://bit.ly/2zSMGrX - Ten North Korean
defectors, who were arrested on 4 November after police raided the house where they
were sheltering in Shenyang, northeast China, have been forcibly repatriated to North
Korea.
The group, whose ages range from a child of four to adults in their 40s, were reportedly
repatriated a few days ago, according to the father of the four year-old child. He had
appealed to the Chinese authorities not to return his wife and child to North Korea.
Benedict Rogers, East Asia Team Leader at Christian Solidarity Worldwide (CSW), said:
"This is an absolutely inhumane decision by China and a gross violation of the
international principle of non-refoulement. We call on the international community to
take steps to convey its outrage to China over this extreme cruelty, and to ensure that
North Korea refrains from any repercussions against these ten individuals. We urge China
to urgently review how it came to this decision and to stop further violations of
international norms. China's decision in this and previous cases make it an accomplice to
North Korea's crimes against humanity."
In 2014, The UN Commission of Inquiry on human rights in North Korea found that “the
gravity, scale and nature” of human rights violations in North Korea “reveal a State that
does not have any parallel in the contemporary world.
The Chinese government has a policy of forcibly repatriating North Korean defectors
within its borders, despite the fact that this puts the returnees at risk of death or
imprisonment in the country’s network of brutal prison camps.

For North Korean soldier’s recovery, South Koreans are
pinning their hopes on this doctor
By Anna Fifield
The Washington Post (22.11.2017) - http://wapo.st/2A0X3JK - No medical drama
is complete without a bold-yet-sensitive heartthrob doctor in a leading role. The
incredible tale of a North Korean soldier’s escape across the demilitarized zone last week
is no exception.
The McDreamy in this case is Lee Cook-jong, the trauma surgeon who has operated on
the soldier several times and provided updates along the way — including a video
showing Lee picking 10-inch-long parasitic worms out of the man’s intestines and his
declaration Wednesday that the defector will survive.
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“The patient is not going to die,” Lee told reporters at Ajou University Hospital south of
Seoul, announcing that the man had regained consciousness and was stable.
Although he remains in the intensive care unit, he could be transferred to a general ward
as soon as this weekend.
The 24-year-old North Korean soldier, who has been identified only by his surname, Oh,
was shot five times as he made his brazen escape Nov. 13.
Closed-circuit television footage released by the U.S. military on Wednesday showed Oh
driving a jeep southward before the vehicle became stuck in a ditch yards from the
Military Demarcation Line that forms the border.
Oh jumped out and started running for the line. Four North Korean border guards tried to
stop him, firing more than 40 rounds at him. One guard briefly crossed the line, violating
the armistice that ended the Korean War in 1953.
The video showed Oh lying wounded in a pile of leaves against a building on the southern
side. Then three South Korean soldiers crawled out and dragged him to safety.
From there, he was put in a U.S. Army Black Hawk helicopter and flown 50 miles south to
the hospital in Suwon, where Lee was waiting.
“If it weren’t for their emergency measures, he would have died before arriving at the
hospital,” Lee said.
It was still touch-and-go when Oh arrived at the hospital. His blood pressure was so low
after losing so much blood that the doctors did not even have time to check his blood
type. Instead, they pumped about 40 units — between three and four times the amount
of blood contained in a human body — of type O into him.
He has had three surgeries, including an attempt to repair his damaged internal organs
and stop the contamination caused by the parasites and the injuries.
Through it all, the trauma surgeon, often in scrubs, has been giving regular updates on
the soldier’s condition.
The revelation that the man had a severe parasitic infection — Lee said he had never
seen such a case except in medical textbooks — and that his stomach contained raw corn
kernels prompted widespread shock in South Korea. North Korean front-line soldiers
were supposed to be elite troops, yet this man had worms not seen in South Korea since
the 1970s and had been eating uncooked corn?
Oh also has tuberculosis and hepatitis B, Lee said. And, at 5 feet 5 inches tall and
weighing about 130 pounds, he is several inches shorter and 20 pounds lighter than the
average male 18-year-old South Korean.
There is intense interest in the soldier, and military intelligence officers reportedly are
eager to question him about his escape, but Lee has been fending them off. The soldier is
showing signs of depression and post-traumatic stress, and it will take about a month
before he is well enough to answer questions, the doctor said.
For now, Lee is keeping the conversation light — talking about the way things are done in
South Korea rather than asking him about North Korea — and trying to cheer him up.
The medical staff played him “Gee,” a peppy pop song by Girls’ Generation — featuring
lyrics such as, “Oh, it’s too pretty, your soul’s too pretty/It’s love at first sight” — and he
declared that he liked girl bands.
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Lee also said Oh has been watching the American TV series “CSI” and the action movie
“The Transporter,” in which a former special-forces operative hires himself out as a
mercenary.
The staff also has hung a South Korean flag in his room to reassure him he really is in
the South.
This is not Lee’s first time in the spotlight. The surgeon became a national hero in 2011
when he saved the life of a ship captain who had been shot by Somali pirates.
After pirates seized a chemical freighter near the Gulf of Aden in 2011, South Korean
commandos stormed the ship and the pirates shot the captain six times during the
rescue attempt.
Lee was waiting at a hospital in Oman and saved the captain’s life, earning a reputation
as the country’s leading trauma surgeon. There was even a popular medical drama based
on this story, “Golden Time.” The title was a reference to Lee’s frequent reminder that it
is the hour after a severe injury that is most important for saving someone’s life.
The 48-year-old Lee, who is blind in one eye and renowned for working 36-hour shifts,
was also the inspiration for a character in another drama, “Romantic Doctor, Teacher
Kim,” released last year. He became such a celebrity that even octogenarians with
diabetes were trying to get in to see him.
Lee became a doctor in South Korea but trained as a critical-care surgeon at the
University of California at San Diego Medical Center in 2003. He then went on to the
Royal London Hospital’s trauma center.
Returning home, he realized that there was no equivalent facility at any hospital in South
Korea and estimated that about 30,000 trauma patients were dying in the country each
year because of treatment delays and a lack of dedicated trauma units.
He persuaded authorities to fund proper trauma centers, including his unit at Ajou
University Hospital. Now, 20 percent of revenue from traffic fines goes to trauma centers
in the country.
But for a trauma surgeon, Lee faces a predicament that is unimaginable for American ER
doctors: He seldom gets to treat gunshot wounds, because South Korea has very strict
rules on gun ownership.
Ten murders with a firearm were reported in South Korea between 2010 and 2015,
compared with 8,592 in the United States, according to figures from the Small Arms
Survey.
Instead, the relatively few gunshot wounds he has treated have been sustained by South
Korean and U.S. soldiers hurt during military drills, he told the Korea Times in 2015. Still,
that appears to have been enough practice to save the North Korean soldier’s life.
Now, South Koreans are waiting for Lee’s next statement on the soldier’s prognosis.
In online forums, South Korean “netizens” have been sending their best wishes to Lee
and his patient.
“A Korean who put his life on the line to cross over to the south. Hopefully he can be
saved!” wrote one in an online medical forum.
Another added, “Please survive so you can live in South Korea!”
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North Korean soldier shot by own troops as he defects to
the south
By Choe Sang-Hun
New York Times (13.11.2017) - http://nyti.ms/2yXODmt - North Korean troops fired on a
fellow soldier who was defecting to South Korea on Monday across the heavily armed
border dividing the countries, South Korean officials said, amid heightened tensions over
the North’s nuclear weapons program.
The soldier was shot but succeeded in reaching the South, its military said in a
statement.
The North Korean soldier defected through Panmunjom, a village that straddles the
border between the two Koreas. Alerted by gunshots, South Korean guards found the
North Korean soldier about 55 yards south of the border line that bisects Panmunjom. He
was taken to a hospital with gunshot wounds to an elbow and shoulder, South Korean
officials said.
His defection took place while a joint naval exercise involving three American aircraft
carriers was being conducted in waters off South Korea’s east coast. It was the first time
in a decade that the United States Navy had mobilized three carrier groups in the same
drill in the western Pacific, and it represented the show of force that President Trump has
said Americans “hope to God we never have to use” against North Korea.
North Korea has remained defiant, calling Mr. Trump a “dotard” again on Saturday and
insisting that it will never give up its pursuit of nuclear weapons.
The defector drove a vehicle toward the border line inside Panmunjom, and then left the
vehicle, running south while he was fired upon by other North Korean soldiers, according
to the American-led United Nations Command, which oversees the 1953 armistice that
halted the Korean War.
He took cover near a building on the southern side of the Joint Security Area in
Panmunjom before South Korean and American troops came to his aid and took him to a
hospital, the command said in a statement.
The Joint Security Area, which is 35 miles north of Seoul, the capital, was established
after North Korea and its Communist ally China signed the armistice with the United
Nations Command, which fought on South Korea’s behalf.
The area is the only place along the border where troops from North and South Korea
face off, separated from each other by only a few feet.
A North Korean soldier last defected at the heavily guarded location in 2007.
More than 30,000 North Koreans have fled to the South since a widespread famine hit
the impoverished North in the late 1990s. Nearly all of them have traveled through
China. But a few North Korean soldiers and civilians have defected by crossing the 2.5mile-wide demilitarized zone, which is guarded by minefields, sentry posts and tall fences
topped with barbed wire, some electrified.
In 2012, a North Korean soldier scaled three barbed-wire fences to defect to the South.
That same year, another North Korean soldier fled across the border after killing his
platoon and squadron leaders. In 2015, after walking across the border, a North Korean
soldier told South Korean investigators that he was fleeing widespread beatings and
other abuse within his military barracks.
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The demilitarized zone is one of the world’s most heavily armed borders. Guards on both
sides stay alert against possible intruders or defectors.
In 2013, South Korean soldiers shot and killed a South Korean man who was trying to
cross a river at the western end of the border.
In 1984, a gunfight erupted at Panmunjom when a citizen from what was then the Soviet
Union dashed across the border to defect to the West. North Korean troops opened fire to
stop him, and South Korean border guards fired back. One South Korean soldier and
three North Korean border guards were killed.
Separately on Monday, the South Korean military said it had detained an American
citizen, who had been approaching the inter-Korean border.
South Korean defense, police and intelligence spokesmen all confirmed the detention of
an American, but none would provide details on the record.
The United States Embassy in Seoul said it was aware of the report but could not provide
further details.
In 2014, an American was detained by South Korean troops on a riverbank near the
western border after trying to swim to the North. After he was apprehended, he told
officials that he had intended to go to North Korea to meet its leader, Kim Jong-un.

North Korea and the escalation of a global crisis: any role
for the European Union?
By T. Novotna
GEM-STONES (08.11.2017) - http://bit.ly/2Ann7ey - On 10 October 2017, the GEM
STONES PhD School at the Institute for European Studies at Université libre de Bruxelles
(IEE-ULB) hosted a seminar on “North Korea and the Escalation of a Global Crisis: Any
Role for the European Union?” The event marked the start of the new academic year as
well as bid a farewell to Dr. Tereza Novotna, previously an FNRS Post-doctoral
Researcher at REPI, IEE-ULB and current Senior Associate Research Fellow at
EUROPEUM, Institute for European Policy whose post-doctoral fellowship in Brussels
came to an end while she embarks on her new Korea Foundation-funded research project
on the EU-(North) Korea at Seoul National University. The two-hour seminar was coorganized by various units at ULB (GEM-STONES, REPI and EaST) and EUROPEUM
Brussels Office.
Ahead of the EU’s Foreign Affairs Council and European Council “sanctions package”
against the DPRK from mid-October 2017, the speakers, Mr Willy Fautré (director at
Human Rights Without Frontiers), Dr. Zsuzsa Anna Ferenczy (political advisor at the
European Parliament and a member of Group of Experts on North Korea and China at
HRWF), Mr. Glyn Ford (founder and executive director at POLINT and former Labour MEP)
and Dr. Tereza Novotna (IEE-ULB and EUROPEUM) discussed what can be done about the
situation in North Korea from a short- and long-term perspective and reflected on any
potential solutions to the exacerbating global crisis, including various roles for the EU.
The debate was chaired by Prof. Mario Telò (IEE-ULB, LUISS Guido Carli and the Belgian
Royal Academy).
After welcome remarks, Mario Telò introduced the event by putting the nuclear issue on
the Korean peninsula into a broader perspective: with the unpredictability of the DPRK
regime and belligerent rhetoric from the White House, do we find ourselves at the eve of
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a preventive war? What are the options for international community to prevent a collapse
of the global non-proliferation regime? What are the practical and theoretical implications
for multilateral cooperation? Given that the US has been turning to protectionism while
the EU has been building a web of free trade deals in the region (ROK, Japan; an
investment treaty negotiations with China), is the EU becoming a crucial geo-economic
actor in the area? Therefore, is the EU pursing its foreign policy through economics as it
happened in the past? As a result, could the EU be called to be a part of the diplomatic
game?
The first panelist, Glyn Ford, started with a description of his rich experience in dealing
with North Korea, including his over 40 visits to the country since 1997. He pointed out
that there was a dialogue between the DPRK and the EU, but that the obstacles in
pursuing it further were also on the European side, including refusal by then
Commissioner for External Relations, Chris Patten (1999-2004) to join the Six Party Talks
and disagreements between hardline and pro-engagement EU Member States. According
to Ford, Kim Jong-Un has learned the lessons of Libya, Syria and Iraq and realized that
he needs nuclear arms to safeguard its regime since he cannot compete with his
conventional weapons. At the same time, however, Kim is the most pro-market oriented
leader that the DPRK has ever had, delivering 4% economic growth in 2016 (including
Western-style package holidays, new entertainment centers, etc.) aimed particularly at
about 1.5 million of people living in the capital of Pyongyang, i.e. those who matter for
the regime’s survival. From this perspective, even though the UN sanctions were
unanimous, they won’t work: the Pyongyangers can still buy Rolex watches and pizzas
for prices equaling to an official several-month salary. Nonetheless, as Ford explained, in
order to fully industrialize the country as Kim would like to, he would have to bring the
workforce from the army to factories. Similarly, although the Rason special economic
zone has flourished from fish, seafood and textile processing, its success has not been
replicated around the country due to sanctions and rampant corruption, hence benefitting
mainly to small traders.
To conclude his talk, Ford outlined four policy options: 1) pre-emptive war (leading to
large numbers of casualties on the entire Korean peninsula); 2) regime change (a
preferred option by the Chinese, but made more difficult through murders of China’s
allies, i.e. Thaek and Kim Jong-Nam); 3) sanctions (stopping all oil deliveries, but the
DPRK has stocks for about a year); 4) negotiations (the DPRK wants simultaneous
bilateral talks with the US and ROK rather than any multilateral negotiations that would
include China, hence it is a mistake to think that China can solve the problem). In the
Q&A session, Ford recommended to the EU to restart the human rights dialogue with the
DPRK in order to indicate that the EU is serious about solving the issue and to use the
EU’s diplomatic relations with the DPRK to open an EU Delegation in Pyongyang as well
as let North Korea to have an embassy in Brussels. Ford also warned all EU Member
States that had participated in the Korean War (e.g. the UK) not to get ‘sucked into’ a
coalition of the willing against the DPRK on the US side, especially through various joint
operations and exercises.
After thanking her colleagues for five years of a productive and friendly collaboration at
ULB, Tereza Novotna focused on the role of the EU on the Korean peninsula. In
answering the question ‘why should the EU care about North Korea?,’ Novotna listed,
among others, these reasons: 1) missile range (although the DPRK’s missiles would have
to fly over China and Russia, all Europe is already covered by their range); 2)
transatlantic alliance (the US may invoke NATO’s Art. 5 should it get attacked by the
DPRK missiles, hence most of EU Member States would be involved; even without NATO’s
engagement, any US-led military intervention may lead to a repetition of the Iraq war
split among the Europeans); 3) the EU’s own ‘rebalancing’ to Asia (if the EU manages to
“download” its policy preferences on the DPRK nuclear issue, it may upgrade its standing
vis- à-vis other regional actors). Moreover, Novotna emphasized the EU’s unique toolkit
and experiences. For Novotna, in contrast to the US which, in the words of Secretary of
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State Tillerson, has three channels of communication with the DPRK, the EU has many
GEM-STONES November 2017 more such channels but has so far been reluctant to use
them in a coordinated manner: a) 7 EU Member State missions in Pyongyang; b) North
Korean ambassadors in EU capitals, such as in Prague and London (which, with Brexit,
should be offered as a ‘carrot’ to relocate to Brussels); c) former diplomats, e.g. former
Member State ambassadors to the DPRK or retired EEAS officials who led the previous
dialogues with the DPRK (e.g. political dialogue from 2015).
Although the Iran deal negotiations cannot be fully replicated, they can be used as a
method: the EU as a mediator, isolating the goal of negotiations from other issues and
using female diplomats as negotiators (even in the US administration, Ambassador Haley
seems to be the only member to get things done). On the latest sanctions, Novotna
reminded that although they put pressure on the regime now, some of them might be
counterproductive in the long-term perspective. We should therefore put ourselves in the
shoes of ordinary North Koreans and think what worked during the Cold War, drawing on
experiences of the EU’s formerly communist Member States. Novotna argued that instead
of isolation, we should boost contacts and information flows between ‘the West’ and the
North Koreans through people to people exchanges (e.g. bringing the North Koreans to
Europe as a Swedish institute does), while encouraging Western tourism to the DPRK
rather than banning it. Similarly, Novotna highlighted that international community has
so far focused on ‘sticks’, but should also use ‘carrots’ with the DPRK regime and, for
instance, trade off ‘targeted sanctions’ for ‘targeted economic assistance’, including
support for the black-market economy and a distinct type of DPRK’s consumerism.
Novotna concluded that in the Soviet bloc, there were various types of transition and if
North Korea goes along the Chinese model, turning into a ‘DPRK 2.0’, it would be good
for the country as well as international community.
In her presentation, Zsuzsa Anna Ferenczy, provided a brief overview of the EU’s critical
engagement policy towards North Korea. In particular, she focused on activities of the
European Parliament as the most vocal EU institution when it comes to speaking up
against human rights violations. Given the current escalation in tensions on the Peninsula
and focus on the nuclear threat posed by the DPRK regime, it is important, according to
Ferenczy, that human rights are not marginalized in ongoing efforts to address the global
threat. The EU has been at the forefront of efforts to prioritize human rights when
dealing with North Korea, including being a leading force behind recent resolutions on the
UN Human Rights Council and General Assembly. Similarly, the EU’s critical engagement
policy continues to aim at political dialogue with focus on human rights, humanitarian
assistance and diplomatic pressure with targeted sanctions.
Ferenczy emphasized that the EU should not give up on dialogue and engagement with
Pyongyang and should remain the voice of human rights in all international multilateral
discussions and negotiations. Moreover, the EU should be the voice of moderation and
reason in order to help tone down the increasingly belligerent discourse which will help
ensure unity in the international community in the face of Pyongyang’s provocations. For
Ferenczy, the EU should also intensify cooperation with international partners,
particularly China, which remains Pyongyang’s closest ally albeit on increasingly shaky
grounds. Brussels should therefore build on Beijing’s recent constructive support for
UNSC resolutions which is indispensable in order to work out a sustainable international
strategy to the crisis. In the long run, as Ferenczy highlighted, the EU-China strategic
partnership, which is complex but globally crucial, could equally benefit from working
together on bringing a nuclear-free Pyongyang back to the international community.
Joining forces would eventually help end North Korea’s isolation along international
norms and principles, gradually opening up and building a society where human rights
and human dignity are safeguarded. For Ferenczy, this is where the EU must lead the
way forward.
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In the light of the latest UN and EU sanctions targeting Pyongyang, Willy Fautré
addressed the issue of North Korean workers in Poland and their continuous exploitation.
According to Fautré, the Polish authorities have for decades issued visas and work
permits to North Korean workers and private companies have continued to hire the cheap
and docile workers, turning a blind eye to their grave situation. These laborers are under
constant surveillance of a North Korean ‘supervisor’ who confiscates their passports and
prevents them from having any contact with the local population or journalists. These
overseas workers do not have any individual work contract with their employers and are
not allowed to have a personal bank account; their work hours range between 12 and 16
hours per day with one or two days of rest a month and their salaries get filtered through
Pyongyang, which confiscates 80-90% of the income and leaves them only €120-140 per
month. The hard currencies generated by their work is suspected by the UN to be used to
finance the DPRK’s nuclear program. In Fautré’s view, if Warsaw does not stop providing
hard currencies to North Korea, the European Commission could be asked to start a full
investigation of the situation in Poland and, if necessary, move on to an infringement
procedure. Finally, as Fautré highlighted, the private companies hiring North Korean
workers could be targeted by the next UN and EU sanctions, as is the case with Russia on
other issues. In the Q&A session, the issue of North Korean workers in the EU created
much interest and discussion with others pointing out that, despite horrendous working
conditions, the ordinary North Koreans consider an overseas work a privilege and source
of much-wanted foreign revenues and, in fact, they are willing to bribe the DPRK’s
authorities in order to get these jobs.

North Korean workers in Poland: Private companies
could be the next target of sanctions
Interview with Willy Fautré by Human Rights Lawyers Network Without
Frontiers (USA)
Why does HRWF campaign against the hiring of North Korean workers in
Poland ? Many other foreign laborers are working in that country and there is
no protest.
North Koreans that are sent to Polish shipyards and construction worksites are subject,
by their own political regime, to various forms of exploitation with the passive approval of
the Polish authorities and the private companies hiring them. They are under constant
surveillance of a North Korean ‘supervisor’ who confiscates their passport and makes
sure they do not have any contact with the local population or journalists. They do not
have a work contract with their employers and are not allowed to have a personal bank
account. Their salaries are filtered through Pyongyang, which confiscates 80-90% of their
salaries and leaves them only €120-140 per month. Their work hours range between 12
and 16 hours per day, with only one or two days of rest a month.
For decades, the Polish authorities have issued visas and work permits to North Korean
workers and companies have continued to hire the cheap and docile workers, turning a
blind eye to the grave situation.
Are those North Korean workers forced by Kim Jong-un to go and work abroad?
No, they are not directly forced by their Great Leader but they are forced by the poor
living conditions and disastrous political and economic environment that has been
imposed on the population for decades from the Kim dynasty. They apply for such jobs
although they know they will be away from their families for at least three years and they
will work in very difficult circumstances. Only the candidates who are politically reliable
and whose families have been faithful to the regime for several generations have a

Human Rights Without Frontiers HR in the World Newsletter. North Korea

chance to be selected, and some even pay bribes to go to the country of their choice.
Bringing home meagre salaries in dollars is always better than the few wons they could
earn in North Korea.
In a sense, it could be said that those North Korean workers are lucky.
I do not think you would say that prostitutes trafficked from Eastern Europe to Western
Europe are lucky. In both cases, there are the exploiters and exploited. In both cases,
their passports are confiscated when they reach their destination. In both cases, they do
not have any freedom of movement and expression. In both cases, they are underpaid,
work in inhumane conditions and face repercussions if they voice their complaints. In
both cases, they have to obey their supervisor or their pimp and keep their mouth shut;
otherwise their families left behind can be victims of retaliation. You have to remember
that North Korea is a mafia state.
Sexual exploitation and labor exploitation have always existed. Realistically,
can anything be done to stop them?
States, and in particular EU member states, have a moral duty to fight against any form
of exploitation. In the case of the Czech Republic, Bulgaria, Romania, Malta and The
Netherlands, the exploitation of North Korean workers in the last ten years stopped when
it was put in the public eye. Only Poland stubbornly resists despite the reports of Polish
journalists, foreign human rights NGOs, and UN resolutions. Last year, HRWF raised the
issue at the OSCE/ODIHR Human Dimension Implementation Meeting in Warsaw and
urged Poland to make sure that the North Korean workers can enjoy the ILO standards.
Poland then recognized that approximately 550 North Koreans were working for private
companies with valid visas and permits.
Does Pyongyang get a significant amount of hard currencies from the work of
its laborers in Poland? Is it really worth it to harass Warsaw on this issue?
Globally speaking, it is estimated that between €1.2 – 2.3 billion is collected by the North
Korean regime from the exploitation of their overseas workers in the world. North Korea’s
military nuclear program would not exist as such without Pyongyang’s access to hard
currencies.
The amount of hard currencies transferred from Warsaw to Pyongyang is unknown.
However, what needs to be stressed is that through this practice, human rights and
international standards, which are at the core of the European Union, continue being
disrespected, damaging the Union’s moral standing and international prestige. The
respect for human dignity must prevail.
If North Korean workers are banned from all UN member states, hundreds of
thousands of them will remain in dire need in their country. Is that what you
want?
Up until these last few months, we have always advocated in favor of the strict
implementation of the ILO standards, as for any other foreign worker, but both Poland
and private companies have continued to turn a deaf ear to our calls.
Recently, the international context has dramatically changed, causing a shift in our own
policy recommendations. In September, North Korea successfully tested a hydrogen
bomb, the country's sixth-ever test of a nuclear weapon, a move that was unanimously
condemned by all the countries in the region and beyond. This year, Pyongyang
also launched long-range ballistic missiles towards the Sea of Japan on several occasions,
despite the increasing sanctions of the United Nations. Moreover, the EU has just
transposed the latest UN drastic sanctions and has specifically stressed in a press release
“In addition, with a view to eliminating remittances to the DPRK, member states
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agreed not to renew work authorisations for DPRK nationals present on their
territory, except for refugees and other persons benefiting from international protection.”
Contributing to Pyongyang’s collection of hard currencies is now more than a human
rights issue or a social issue for North Korean workers; it is also an international security
issue in Eastern Asia and beyond.
Do you think the UN and the EU sanctions can have some positive impact on the
exploitation of North Korean workers?
It is a strong and unambiguous signal sent to Poland and if it is not heard in Warsaw,
there is more room for pressure. The European Commission could be asked to start a full
investigation of the situation in Poland and then, if necessary, move on to the next level;
an infringement procedure in line with the legal avenues at its disposal. Last but not
least, the private companies hiring North Korean workers could be targeted by the next
sanctions, as is the case with Russia on other issues.

Crisis on the Korean Peninsula – what role for the EU?
Interview with Dr Zsuzsa Anna Ferenczy, political advisor at the European
Parliament, by Human Rights Lawyers Network Without Frontiers (USA)
Q.: The world has been witnessing a dramatic escalation of tension on the
Korean Peninsula. In violation and disregard of UN Security Council resolutions,
the North Korean regime has continued its trajectory towards improving its
nuclear capabilities. Since 2006, it has conducted six nuclear tests and
developed its ballistic missile technologies, threatening regional and global
peace. What is the EU’s role in the international response to such provocations?
The EU’s policy of critical engagement towards North Korea aims at decreasing tensions
on the Peninsula, through the pursuit of political dialogue, human rights and
humanitarian assistance while upholding the international non-proliferation regime.
When assessing the EU’s policy vis-a-vis North Korea it is important to consider the EU as
a different kind of international actor, with a unique institutional architecture and multilayered governance. Notwithstanding this complexity, human rights promotion remains
at the core of its normative identity, guiding its foreign policy. This implies that as a
normative power, the EU has placed the pursuit of human rights, along with democracy
and rule of law, at the centre of its relations with North Korea via diplomacy and
engagement. This is the EU’s core aspiration and the driving force behind its engagement
policy.
Q.: What are the implications of the EU’s inherent institutional complexities
when it comes to engaging North Korea?
As a result of its inherent fragmentation, a wide range of tools and instruments need
coordination with a great variety of voices. Thus, the European Parliament (EP) remains
only one actor shaping the overall policies, along with the Council (1), the External Action
Service (2) and the European Commission (3).
Most importantly, it is member states that ultimately shape external policies on a
European level, which requires internal coordination and implies limitations to acting and
speaking with one voice. Nevertheless, in spite of limitations, it needs to be stressed that
the EU has used sanctions as another tool to promote its Common Foreign and Security
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Policy objectives. It has implemented restrictive measures imposed through UN Security
Council Resolutions and has reinforced them through its own measures. It is through this
angle that Europe’s role in addressing the crisis in North Korea should be assessed.
Q.: Focusing on the EU’s emphasis on human rights in its engagement policy,
what are some of the tools EU institutions have developed to ensure that human
rights remain an international priority?
EU institutions have elaborated a sophisticated tool box and different mechanisms to
enable the EU to contribute to addressing human rights in international crises.
These include Foreign Affairs Council Conclusions – for example in July the Conclusions
deplored the ‘ongoing and grave human rights abuses’ by the North Korean regime and
stated its commitment ‘to continue working with partners to draw attention to these
violations, to assure international accountability and to maintain pressure on DPRK to
cease its human rights violations’.
The Annual Report on Democracy and Human Rights, as elaborated by the EEAS, as well
as resolutions as tabled by the European Parliament have equally condemned state
repression and called on the regime to abide by international human rights obligations.
Conferences, seminars and debates in the Parliament are further tools to reinforce such
calls.
Q.: How does the EU’s focus on human rights complement ongoing efforts of the
international community focusing on denuclearization? Does it work?
The EU has been at the forefront of international efforts to keep human rights in North
Korea high on the international agenda. This includes being a leading force behind recent
resolutions of the UN Human Rights Council and General Assembly.
This focus therefore remains an indispensable element not only complementing
international efforts, but should remain at the core of all future initiatives. In fact, the EU
has clearly stated that human rights must be part of any future negotiations concerning
North Korea, of equal importance with stressing the global non-proliferation and
disarmament regime.
Thus, the EU’s autonomous restrictive measures target the DPRK’s weapons of mass
destruction and ballistic missile-related activities of North Korea. But at the same time,
the EU has continued providing humanitarian assistance, mostly in the area of food
security, to some of the most vulnerable groups in the country.
Unfortunately, the Human Rights Dialogue with Pyongyang was suspended in 2013. The
last round of political dialogue was held in 2015, with no progress towards improvement
in the human rights situation on the ground. Yet, the EU has not stopped voicing its
concerns in this regard.
Q.: What role does the European Parliament play in these efforts?
As an advisor in the European Parliament, I have been following the worrying
developments in the country. I have been involved in a range of activities that shape the
EP’s approach, within the Subcommittee on Human Rights (DROI) and the Foreign Affairs
Committees (AFET).
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I would stress here that the EP remains the most vocal institution in the EU when it
comes to speaking up against human rights violations in the world. It is at the same time
the institution that provides a platform for civil society organizations to raise awareness
and benefits from their expertise.
Q.: Can you mention some of these activities?
By partnering up with Human Rights Without Frontiers (HRWF) in Brussels, for example,
this year we presented two books on North Korea in the EP, one written by Bandi (pen
name), an author living in North Korea whose manuscript was smuggled out in 2013 and
published in over twenty languages, the only such work shedding light on everyday life
under the totalitarian regime of the Kim dynasty. We also hosted Jieun Baek, the author
of ‘North Korea’s Hidden Revolution: How the Information Underground is Transforming a
Closed Society’. Together with HRWF, we also nominated Bandi for the Sakharov Prize for
Freedom of Thought 2017, awarded annually to a person or organization fighting against
oppression and injustice. He got the support of 48 Members of the centre right European
People's Party (EPP) but he did not make it to the short list.
Q.: How do you assess the EU’s overall effectiveness in its engagement policy?
There is a general sentiment that under the burden of its economic and political crises,
Europe is becoming more introverted and less inclined to continue the pursuit of its
global engagement. This has indeed raised questions about its global image as the
champion of human rights, and its international relevance. Yet, when it comes to North
Korea, the consensus among member states remains; diplomacy is the only way to be
pursued when dealing with North Korea. There is equal willingness to support and
transpose sectoral sanctions imposed by UN Security Council resolutions and adopt
autonomous measures to further increase pressure.
Q.: Where do we go from here? What should the EU do to help reduce tension,
while keeping human rights at the forefront?
First, the EU must continue to remain the voice of human rights in all international
multilateral discussions and negotiations, in line with its own commitments.
Second, it must continue its humanitarian and food assistance on the ground to help the
most vulnerable.
Third, it must remain the voice of moderation and judgement in an increasingly
belligerent and destabilizing rhetoric coming from Pyongyang, but also sadly increasingly
echoed by the Trump administration. This is most likely doing further damage to an
already unpredictable and explosive standoff.
Fourth, the EU must not give up on dialogue with North Korea; instead, it must insist on
a political solution to help decrease the tension and enable discussion. This is possible
only by being the voice of moderation and reason that is currently lacking.
Fifth, the EU should enhance cooperation with other international actors, expanding
dialogue channels. In particular, the EU should coordinate with China, as Pyongyang’s
closest and only ally and biggest trading partner. Coordination is key. We should
acknowledge Beijing’s recent constructive approach to support UNSC resolutions,
suggesting that Beijing’s engagement of North Korea could be translating into
commitment to UN sanctions. Only a unified approach and a coherent and sustainable
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international strategy, inspired by trust among those involved and interested in global
peace, can help find a peaceful diplomatic solution. The EU should lead these efforts.
(1) The Council of the European Union is the EU institution that defines the general political direction and
priorities of the European Union. It consists of the heads of state or government of the member states,
together with its President and the President of the Commission.
(2) The European External Action Service (EEAS) is the European Union's diplomatic service. It helps the EU's
foreign affairs chief – the High Representative for Foreign Affairs and Security Policy – carry out the Union's
Common Foreign and Security Policy.
(3) The European Commission is the executive of the European Union.

EU adopts new sanctions
European Council (16.10.2017) - http://bit.ly/2x2xxyI - On 16 October, the Foreign
Affairs Council discussed the situation in the Korean peninsula and in particular the
continuing development of the DPRK's nuclear weapons and ballistic missiles in violation
and flagrant disregard of UN Security Council resolutions.
Given the persistent threat to international peace and stability posed by the DPRK, the
Council adopted new EU autonomous measures to further increase the pressure on
the DPRK to comply with its obligations. The measures complement and reinforce
the UN Security Council sanctions. They take effect immediately.
The new measures include:
•

a total ban on EU investment in the DPRK, in all sectors. The ban was
previously limited to investment in the nuclear and conventional arms-related
industry, in the sectors of mining, refining and chemical industries, metallurgy and
metalworking and aerospace;

•

a total ban on the sale of refined petroleum products and crude oil to the
DPRK. These exports were subject to certain limitations under the UN Security
Council resolution of 11 September;

•

lowering the amount of personal remittances transferred to the DPRK from
€ 15 000 to € 5 000; as they are suspected of being used to support the country's
illegal nuclear and ballistic missile programmes.

In addition, with a view to eliminating remittances to the DPRK, member states
agreed not to renew work authorisations for DPRK nationals present on their
territory, except for refugees and other persons benefiting from international protection.
The Council also added three persons and six entities supporting the illicit
programmes to the lists of those subject to an asset freeze and travel restrictions. This
brings the total number under restrictive measures against the DPRK as designated by
the EU autonomously to 41 individuals and 10 entities. In addition, 63 individuals and 53
entities are listed by the UN.
Ministers also agreed to actively lobby for a robust implementation of all relevant UN
Security Council resolutions by all UN member states.
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Sri Lanka, Poland, say no to North Korean workers
By Elizabeth Shim
UPI (28.09.2017) - http://bit.ly/2yje2Wu - Countries that once welcomed North Korean
forced laborers to farms and construction sites are banning workers or asking existing
workers to leave.
Sri Lanka and Poland are applying new restrictions on North Korean labor mobility in
abidance with United Nations Security Council sanctions resolutions, Voice of America
reported Thursday.
The measures are being taken as Malaysia, a country that enjoyed friendly ties with
Pyongyang since 1973, is executing a North Korea travel ban, citing tensions on the
peninsula.
According to VOA, the Sri Lankan government is no longer allowing North Koreans to use
its online system to apply for a work visa, and banning them from applying for the visas
at diplomatic missions overseas.
North Koreans are also not allowed to apply for visitor or tourist visas, according to the
report.
In a statement on its policies, Sri Lanka said the regulations allow the country to "fulfill
our obligations" and implement Resolution 2321, while supporting nuclear nonproliferation.
In Poland, North Koreans will no longer be issued temporary residence permits or work
permits, according to VOA.
Poland is complying with a European Union request to suspend the issuance of permits,
and abiding by U.N. Resolutions 2371 and 2375.
Poland still hosts 400 North Korean workers who earn foreign currency for the Kim Jong
Un regime.
Malaysia previously hosted North Korean "guest workers" but they may have
all voluntarily left the country, or were expelled, following the assassination of Kim Jong
Nam, the North Korean leader's half-brother, in an airport in Kuala Lumpur.
Malaysia may
provocations.

be

further

distancing

itself

from

Pyongyang

following

weapons

In a statement released Thursday, the Malaysian government stated all citizens are
banned from visiting North Korea until further notice, Yonhap reported.
Malaysia's foreign ministry cited "tensions on the Korean peninsula" as one of the
reasons for the travel ban, although a similar ban was not announced for South Korea, a
popular tourist destination.
The announcement comes after Malaysian Prime Minister Najib Razaksaid he would
review diplomatic ties with North Korea, following a summit with U.S. President Donald
Trump.
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European Council strengthens EU sanctions in line with
latest UN security resolution
European Council (10.10.2017) - http://bit.ly/2kAQcQy - The Council further
strengthened its restrictive measures against the Democratic People's Republic of Korea
(DPRK) by transposing the sectoral sanctions imposed by UN Security Council resolution
2375 (2017). That resolution was adopted on 11 September 2017 in response to the
DPRK's ongoing nuclear weapons and ballistic missiles-development activities, in violation
and flagrant disregard of previous UN Security Council resolutions.
The measures introduced by UNSC resolution 2375 (2017) include a ban on the sale of
natural gas liquids to the DPRK, and on the importation of its textiles. The new measures
also include limitations on the sale of refined petroleum products and crude oil to the
DPRK.
In addition, member states will not provide new work authorisations to DPRK nationals to
enter and work in their territory as they are suspected of generating revenue which is
used to support the country's illegal nuclear and ballistic missile programmes.
The legal acts also transpose the exemptions provided by the UN Security Council for
humanitarian and livelihood purposes.
The Council had already transposed on 15 September the additional listings imposed by
the UN Security Council resolution, adding three entities and one individual supporting
the illicit programmes to the lists of those subject to an asset freeze and travel
restrictions. The total number of persons under restrictive measures against the DPRK is
63 individuals and 53 entities as listed by the UN. In addition, 38 individuals and 4
entities have been designated by the EU autonomously.
As agreed by EU foreign ministers in Tallinn on 7 September, the Council is currently
working on possible additional autonomous measures to complement and reinforce the
UN Security Council sanctions.
The EU is implementing all UN Security Council resolutions adopted in response to the
DPRK's nuclear weapons and ballistic missile programmes. In addition, the EU has
imposed autonomous restrictive measures against the DPRK, complementing and
reinforcing the UN sanctions regime.
The legal acts will be published in the Official Journal of 11 October.

North Korean Workers in Poland: Warsaw continues
providing hard currencies to Pyongyang
Human Rights Without Frontiers urges Warsaw to stop providing hard
currencies to North Korea and discourages private companies in Poland
from hiring North Korean workers.
HRWF (09.10.2017) – On 18 September, HRWF denounced the exploitation of North
Korean Workers by private companies in Poland at the OSCE/ODIHR Human Dimension
Implementation Meeting in Warsaw. North Korean workers earn roughly 120USD per
month; Pyongyang confiscates the rest of their salaries to support for its nuclear
program, according to a 115-page report from the Asian Center at the University of
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Despite increasing international protests, Poland continues to issue work permits to North
Korean workers and in turn, provide hard currencies to Pyongyang, despite warnings by
the United Nations. The Polish authorities admitted last year that about 550 North Korean
workers were active on their territory, with a total of 400 workers recorded this year.
They claim that they did not issue work visas in 2016-2017, but Prof. Remco Breuker
disagrees with Polish assertions. “Their own statistics tell a different story,” Breuker
remarked.
(https://www.mpips.gov.pl/analizy-i-raporty/cudzoziemcy-pracujacy-wpolsce-statystyki/).
HRWF recommendations at the OSCE/ODIHR meeting
Considering that the UN Security Council recently voted unanimously to impose
strict new sanctions on North Korea in order to prevent Pyongyang from
acquiring hard currencies, including through its overseas workers,
Human Rights Without Frontiers calls upon the Polish state
●
to explain the contradiction between the findings of the Asian Center of the
University of Leiden, which gives evidence that Poland issued again 187 new work
permits to North Korean workers in 2016 and the official statement of Poland’s
Delegation to the OSCE HDIM saying in 2016 that no work permit had been issued to
North Koreans that year.
●

to stop granting new work visas to North Korean workers;

Human Rights Without Frontiers calls upon the OSCE to collect data from its
Participating States regarding the issuance of work visas to North Korean citizens and the
status of their workplace conditions.
Human Rights Without Frontiers calls upon the European Commission to start a
full investigation of the situation in Poland and then, if necessary, to move on to the next
level and start an infringement procedure against Poland in line with the legal avenues at
its disposal.
Official answer of the Polish authorities communicated to HRWF on 18
September 2017
“The Polish government does not take an active part in the process of hiring North
Korean workers nor does it promote such practices. The existing cooperation is based on
private companies’ independent agreements.
According to our data, there are currently around 400 North Korean citizens working in
Poland and this number is systematically decreasing. The government institutions, such
as the National Labour Inspectorate and the Border Guard, oversee their employment
conditions and ensure the Polish laws are respected in their workplace. To that end,
these institutions regularly inspect the companies where the DPRK nationals are
employed.
It is important to stress that in 2017 and 2016 Poland did not issue any work visas to
North Korean citizens.
Poland, similar to other EU countries, does not have systemic solutions prohibiting North
Korean citizens (or citizens from any other country) to take up work in Poland. In view of
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the fact that a general ban on entering Poland and taking up work for specific
nationalities would be discriminating, we supported an introduction of systemic measures
within the UN framework.
We welcomed the UN resolutions 2371 and 2375 adapted in this regard. Until the
resolutions have been transposed into the EU legislation, issuing of the work permits for
North Korean citizens by the District Labour Offices has been put on hold.”
HRWF Comment
The responsibility of Poland in the exploitation of North Korean workers on its territory is
indisputable:
·

Poland needs to grant visas to North Koreans who want to work on its
territory. Poland therefore does take an active part in that process.

·

The ineffectiveness of the labour inspection in this particular issue has been
repeatedly denounced by Polish media and other investigators.

·

Poland shows bad faith by stating it would be discriminatory to reject work
applications from North Koreans. Other EU countries stopped granting work
visas when they were shamed and blamed publicly.

HRWF urges Poland to stop providing hard currencies to North Korea and private
companies in Poland to stop hiring North Korean workers.

Suicide of North Korean Defectors
By Sou Min Shin (Seoul) for Human Rights Without Frontiers
A peaceful protest against the forced repatriation of North Korean defectors was held on
September 29th, 2017 in front of the Ministry of Foreign Affairs in South Korea. High
school students from Human Rights Korea (HRK) and Helping Kids Everyday (H.K.E.)
performed a cappella songs to raise awareness of the conditions of North Korea
defectors. High school students directed the protest at the Ministry, with the hope that
their pleas would reach the international community. The governments of South Korea
and China should deal with this issue bilaterally, they said.
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On July 17th, a family of five North Korean defectors committed suicide after they were
arrested in China, while facing deportation to North Korea. According to Radio Free Asia,
the father was a former senior official of the Korean Workers’ Party who crossed the Yalu
River into China with his wife and their three children.1 The family was caught
immediately after arriving in the Yunnan Province of Southwest China. After
unsuccessfully trying to bribe a local fixer, they killed themselves to avoid repatriation.
Over the past few years, North Korean defectors have carried cyanide capsules, choosing
death over possible repatriation.2 Repatriated defectors face harsh penalties for their
choice to leave North Korea and many are “afraid of the severe punishment” they would
face back home.
China recently repatriated several North Koreans seeking to resettle in the South,
increasing the number of separated families and depriving them of family rights. In July
alone, China arrested 27 North Korean defectors.3 International NGOs have tried to
convince the Chinese government that North Korean defectors are refugees, given that
they satisfy the requirements stated in the universal definition, but China has yet to
change their policies. Chinese authorities refuse to discuss the legality involved and
consistently maintain that North Korean defectors are not refugees. Their disregard for
international law is a violation of Non-Refoulement and is utterly indefensible.
The South Korean government is also responsible for the turning a blind eye to the plight
of defectors in China. The international community should note the purposeful ignorance
of South Korean ambassadors in China.

The BBC launches Korean language news: A new option
for North Korean radio listeners
38 North (26.09.2017) – http://bit.ly/2frwBg9 – On September 25, the BBC launched its
Korean-language service, adding another voice to radio stations already targeting North
Koreans with news and information.
BBC Korea is part of a major expansion of BBC language services and comes after a
grassroots campaign to get the BBC on air alongside South Korea’s KBS and two US
networks: Voice of America and Radio Free Asia. A handful of religious broadcasters also
target North Korea as does South Korea’s National Intelligence Service.
Officially, the BBC says its broadcasts are intended for the “Korean peninsula”—no doubt
an attempt to partially deflect complaints from the North Korean government—but there
is little doubt of who the real target is.
So, will anyone listen and will it do any good?
There’s no reliable way to measure radio audiences in the country and the authorities
aggressively attempt to jam foreign broadcasts, but there is evidence that North Koreans
are tuning in to broadcasts from overseas.
Defectors have talked of listening to overseas broadcasts, some crediting the programs
with helping them make up their minds whether to defect. As with any data based on
1

http://www.rfa.org/korean/in_focus/ne-je-07212017102139.html
Chosun Ilbo : "Fugitive N.Korean Family Commit Suicide through poisoning" July 24, 2017
3
Chosun Ilbo : "5 North Korean Defectors Commit Suicide When Captured" July 24, 2017
2
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defector interviews, the sample is skewed to people who were dissatisfied with their
government and, in many cases, lived near the border where overseas radio reception is
easier, but that is the best data we have.
Much of the listening happens late at night, when atmospheric propagation helps radio
signals travel further distances and when people can secretly listen at home with less
chance of being discovered.
A 2010 survey carried out by the Broadcasting Board of Governors, which oversees Voice
of America and Radio Free Asia, found audiences began climbing at 9:00 PM local time
and spiked in the 11:00 PM to midnight hour. More than half of the entire survey group
reported listening each hour between 11:00 PM and 1:00 AM.
And so the BBC’s Korean service is broadcasting from midnight until 3 AM Pyongyang
time. The full broadcast is carried on two shortwave frequencies, from Taiwan and
Tashkent, and the middle hour is relayed on mediumwave, from Mongolia.
Mediumwave is more common than shortwave on North Korean radios, so it’s a smart
choice, but the signal from Mongolia will be weak by the time it reaches Pyongyang.
Shortwave signals will be stronger, but the BBC still faces a battle in getting a good
signal into North Korea.
As listening to foreign radio is illegal, the government makes a great effort to prevent
people from doing so. At the most basic level, it modifies radios so they cannot be tuned
into anything but state-run channels, although that can be later reverse engineered.
A much bigger problem is radio jamming, where loud noise is deliberately broadcast over
a foreign station to make it difficult or impossible to listen to.
On its first evening of broadcasts to North Korea, both BBC shortwave channels were
aggressively targeted.
It wasn’t possible to evaluate whether the mediumwave channel was also targeted.
Despite the jamming, foreign broadcasters think it’s worth continuing. Radio, while not as
sexy as smuggled soap operas on USB sticks, remains the only way that up-to-date news
can be quickly sent into North Korea. While broadcasters have shifted to satellite TV and
the Internet in targeting other countries, North Korea remains stuck in the 1980s in
terms of options.
North Koreans that do listen to foreign radio are keen consumers of information.
A 2012 study by InterMedia found elite listeners relied on foreign broadcasts as a key
source of external information and analytical reporting.
In its first night on air, BBC Korea carried news and sports that was more broadly
focused than the fare found on U.S.-broadcasters. The Korean service has its own team
of reporters but also draws on the global news gathering resources of the BBC, so
alongside an interview with Ban Ki Moon, there was a report on the German elections,
the Kurdish independence vote and a possible eruption of a volcano in Indonesia. The
news ended with a weather forecast for North Korea.
There’s also an “essential English conversation” language learning program, offering
lessons such as: “Hi, my name is Phil. Nice to meet you.” Such educational programming
could help differentiate the BBC from other broadcasters that are more focused on news
or North-South issues.
Beyond the people tuning in, the information carried on such broadcasts can also have a
second life when it is relayed to others. The 2010 BBG study found just over two out of
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five people said they passed on news and information from foreign broadcasts to their
friends and neighbors. Just over a quarter confessed to sharing it with family members
and a third of people, illustrating the risk involved, said they shared it with no-one.
InterMedia’s report found that more than three quarters of all foreign radio listeners were
in their 30s and 40s. Two thirds lived in urban areas and counted South Korean stations
as their most-trusted source of information (32%), followed by foreign stations in Korean
(16%).
Some of the BBC’s Korean
Internet: bbc.com/korean.
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Broadcast frequencies for the radio programs are 5,810 kHz and 9,940 kHz shortwave
and 1,413 kHz mediumwave. From October 28, 2017, until March 24, 2018, the
shortwave broadcasts will be carried on 5,810 kHz and 5,830 kHz.

HRWF denounces the exploitation of North Korean
Overseas Workers in Poland at the OSCE/ODIHR in
Warsaw
HRWF (18.09.2017) - Earlier this month, North Korea successfully tested a hydrogen
bomb, the country's sixth-ever test of a nuclear weapon, a move that was unanimously
condemned by all the countries in the region and beyond. This year, Pyongyang launched
long-range ballistic missiles towards the Sea of Japan on several occasions, despite the
increasing sanctions of the United Nations.
North Korea’s military nuclear program would not exist as such without Pyongyang’s
access to hard currencies.
One of the sources used by Kim Jong-un to collect hard currencies abroad is to send
North Korean workers abroad and to confiscate 80 - 90% of their salaries. It is estimated
that over 50,000 North Koreans are working in approximately 20 countries. Poland is one
of them as highlighted in an extensive report of the Asian Center of the University of
Leiden published last year.4 It is estimated that between €1.2 – 2.3 bn are collected by
the North Korean regime from the exploitation of their overseas workers in the world.
Since the fall of communism in Eastern Europe, Poland - a Member State of the European
Union and a participating State of the OSCE - has been second only to Russia in enabling
North Korea to obtain hard currencies by issuing work permits to thousands of North
Korean workers. This practice that has lasted for close to three decades must
immediately stop. No North Korean laborer should any more be allowed to work in
Poland. Contributing to Pyongyang’s collection of hard currencies is now more than a
human rights issue; it is also an international security issue in Eastern Asia, on the
borders of the OSCE space in Alaska and Eastern Siberia. Moreover, through this
practice, human rights and international standards, which are at the core of the European
Union, continue being disrespected, damaging the Union’s moral standing and
international prestige. The respect for human dignity must prevail.

4

Slaves of the System : North Korean Forced Labour in the EU.
See http://leidenasiacentre.nl/publicaties/
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In the last few weeks, the UN security Council voted unanimously to impose strict new
sanctions on Pyongyang. The new measures significantly step up restrictions on North
Korea's international trade. The new sanctions take important steps to significantly
reduce North Korea's efforts to earn hard currency and prohibit an increase in the
number of overseas laborers.
Exploitation of North Korean workers in Poland
North Koreans who are sent to Polish shipyards and other worksites are subject, by their
own political regime, to various forms of exploitation with the passive approval of the
Polish authorities and the private companies hiring them. Examples of unlawful
exploitation of these workers include:
•

Work hours ranging between 12 and 16 hours a day, with only one or two days of
rest a month;

•

An average monthly wage of $120-150 per month, which is only 10-20% of their
actual labor value in the contracts. As they are not allowed to have a bank
account or to receive this money in cash, they are given a small stipend for
personal use and will only collect their accumulated wages upon return to North
Korea;

•

Upon arrival in Poland, workers’ passports and visas are confiscated by a North
Korean so-called ‘supervisor’;

•

While in Poland, North Korean workers are denied freedom of movement. Every
day they are transferred to and from their worksite and dormitories by bus, and
are under constant surveillance by North Korean security agents; they may not
have any contact with the local population, and are separated from non-North
Korean workers in their workplaces.

The Polish authorities are fully aware of this situation and yet they have thus far refused
to put an end to these systematic violations of the International Labour Organization
standards.
Recommendations
Human Rights Without Frontiers calls upon the Polish state
• to explain the contradiction between the findings of the Asian Center of the
University of Leiden which gives evidence that Poland issued again 187
new work permits to North Korean workers in 2016 and the official
statement of Poland’s Delegation to the OSCE HDIM saying in 2016 that
no work permit had been issued to North Koreans that year.
• to stop granting new work visas to North Korean workers.
Human Rights Without Frontiers calls upon the OSCE to collect data from its
Participating States regarding the issuance of work visas to North Korean citizens and
the status of their workplace conditions.
Human Rights Without Frontiers calls upon the European Commission to start
a full investigation of the situation in Poland and then, if necessary, to move on to the
next level and start an infringement procedure against Poland in line with the legal
avenues at its disposal.
According to the official website of the Polish ministry in charge of the issuance of work
permits 299 North Korean citizens applied for a work permit in 2016 and Poland granted
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one to 187 of them. These figures contradict the answer of Poland’s Delegation to the
OSCE who said among other things at the HDIM of last year that
“There are no more than 550 North Korean workers in Poland. Under the existing laws,
all visa applications continue to be reviewed on a case by case basis. We would like to
stress that in 2016 Poland has not issued any work visas for DPRK’s nationals. In 2015
we issued only 129 such visas.”
In an electronic mail dated 19 May 2017, the Polish delegation to the OSCE wrote to
HRWF that the number of North Korean workers in Poland was estimated at around 400
persons as of 1 January 2017 and no visa had been issued in 2016.

Shadowed children
By Soumin Shin
HRWF (16.09.2017) - According to the National Human Rights Commission of Korea,
there are currently an estimated 4,000 unprotected children of North Korean mothers
and Chinese fathers living in Northeast China and the eastern Jilin province. The
Commission conducted a survey of one hundred North Korean children in China and
found that only fifteen of them lived with both of their parents.
These children are not entitled to Chinese citizenship because their North Korean mothers
live in China as illegal immigrants, and registering a child would lead to a forced
repatriation of the mother. Without citizenship, these children do not have the legal right
to access social welfare services for education, medical services, marriage licenses, and
establishing bank accounts. They are not recognized or protected by the Chinese
government, nor by the South Korean government, which also does not provide solutions
regarding these children.
The most prevalent outcome of the increase in unprotected children is that their mothers
are forcefully repatriated to North Korea (36%) or their mothers run away from the
family (31%). A majority of the women that run away choose to go to South Korea, due
to their unstable citizenship statuses and economic hardships.
The National Human Rights Commission of Korea has proposed a few solutions to the
issue. It requested that the Ministry of Foreign Affairs of the Republic of Korea to
persuade China, through bilateral negotiations, to care for the children of female North
Korean defectors with a more humanitarian perspective. Furthermore, the Commission
suggested that the Ministry of Unification could include a section in the White Paper on
North Korean Human Rights, updated annually, that specifically addresses the human
rights of North Korean defectors’ children. In doing so, the situation of the children will
be continuously monitored by investigators.
Shadowed in a country that does not offer a nationality to them, these children are left
stateless with no one to protect them, without a nation to refer to as “home.” They
remain an unresolved agenda not only for the Chinese and Korean governments, but also
for the international society.
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Sakharov Prize: 48 members of the European Parliament
supported Bandi’s candidacy, however…
HRWF (14.09.2017) - Since 1988, the European Parliament supports human rights
through the annual Sakharov Prize for Freedom of Thought. The prize is awarded to
individuals who have made exceptional contribution to the fight for human rights across
the globe. This year EPP Members of the European Parliament László Tőkés and
Cristian Preda, Vice-presidents of the EP’s Human Rights Committee (DROI), with the
support of Human Rights Without Frontiers, jointly nominated Bandi from North Korea,
member of the Korean Writers’ Alliance.
Bandi lives in North Korea. His manuscript of seven short stories was smuggled out of the
country and published under the title ’The Accusation: Forbidden Stories From Inside
North Korea’, translated into 21 languages and published in 20 countries. To date Bandi
remains the first known writer of a book, critical of North Korea, who still lives inside the
country.
Bandi in Korean means ’firefly’. The writer wanted his stories ’to shine only in a world of
darkness’. Through the Sakharov campaign – widely supported by 48 EPP Members
across different national delegations – Bandi’s work helped shed light on the dark side of
the Korean Peninsula. By nominating him, the EP has provided an internationally
influential platform not only to Bandi, but to the ongoing suffering of his people under a
totalitarian dictatorship. This is all the more important as the nomination has come in the
midst of increasing nuclear provocations of the secretive regime, threatening world
peace.
In line with their continuous and tireless support for human rights and fundamental
freedoms, with the nomination of Bandi Tőkés and Preda have set a moral example for
the world. While Bandi has not finally made it to the short list of nominations for the
Sakharov Prize this year, the campaign sets a valuable precedent for future efforts
focusing on human rights in North Korea. The campaign itself, and the wide support it
received, has revealed, again, the commitment of the European Parliament to human
rights and in particular to the people of North Korea. This will without a doubt contribute
to further similar international initiatives. HRWF will continue to lead in this respect, as
the NGO that has established the contact between the Mr. Do Hee-youn, the South
Korean activist campaigning for human rights in North Korea who got hold of Bandi’s
manuscript, and the MEPs.

UN sanctions and North Korean workers in Poland and
Russia
Human Rights Without Frontiers will raise the issue at the OSCE/ODIHR Human
Dimension Implementation Meeting in Warsaw at mid-September.
HRWF (30.08.2017) – The UN security Council voted unanimously to impose strict new
sanctions on Pyongyang. The new measures significantly step up restrictions on North
Korea’s international trade. Estimates say they may cost Pyongyang 1 billion dollars a
year. The new sanctions in Resolution 2371 largely expand upon those measures adding,
among other things, restrictions on the use and exploitation of NK laborers abroad.
According to numerous experts, close to 50,000 North Korean laborers worked this year
in approximately fifteen countries on three continents (Asia, Africa and Europe), but in
the past few decades, North Korean citizens had been officially dispatched to a total of
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forty-five countries. The exploitation of their workforce by their own regime is said to
generate benefits in hard currencies amounting to 1.2 – 2.3 billion USD, a financial
manna which is welcome to finance the nuclear program of North Korea. Some EU
member states have been involved in this exploitation. Poland and Russia are some of
them in the OSCE space.
Exploitation of North Korean workers in Poland
North Koreans that are sent to Polish shipyards and other worksites are subject, by their
own political regime, to various forms of exploitation with the passive approval of the
Polish authorities and the private companies hiring them. Examples of unlawful
exploitation of these workers include:
·
·

·
·

Work hours ranging between 12 and 16 hours a day, with only one or two days of
rest a month
An average monthly wage of $120-150 per month, which is only 10-20% of their
actual labor value in the contracts. As they are not allowed to have a bank
account or to receive this money in cash, they are given a small stipend for
personal use and will only collect their accumulated wages upon return to North
Korea;
Upon arrival in Poland, workers’ passports and visas are confiscated by a North
Korean so-called ‘supervisor’;
While in Poland, North Korean workers are denied freedom of movement.
Every day they are transferred to and from their worksite and dormitories by bus,
and are under constant surveillance by North Korean security agents; they may
not have any contact with the local population, and are separated from non-North
Korean workers in their workplaces.

The Polish authorities are fully aware of this situation and yet an end has not been put to
these systematic violations of the ILO standards.
Polish private companies hiring exploited NK workers
A number of Polish companies have been identified as employing North Korean laborers
and subjecting them to these improper work conditions:
• Alson Sp. Z.o.o.
• Aramex Elektro Sp. Z.o.o.52
• Aramex Sp. Z.o.o.
• Fabryka Mebli „Ryś’ Sp. Z.o.o.
• FLAIR POLAND Sp. Z o.o.
• Fms Kielce Sp. Z o.o. Mielec
• Fms Kielce Sp. Z.o.o. Ceramika Harasiuki – Harasiuki
• HSBC Service Delivery (Polska) Sp. Z.o.o.
• JP Construct Sp. Z.o.o.
• K&K Select Sp. Z.o.o.
• K&K Select Aviation Sp. Z.o.o.
• K&K Selekt Itd. - Foreigners Recruitment
• Kobylnica
• Medif Prywatna Kasa Chorych Sa
• Monolit Sp. Z.o.o.
• Przedsiębiorstwo Produkcyjno – Handlowe „Postęp’ S.A.
• Przedsiębiorstwo Usługowo – Handlowe Modern – Bud Sp. Z.o.o. Gospodarstwo Rolne
Tomasz Kociszewski
• Puckie Centrum Medyczne Sp. Z.o.o. Sp. Komandytowa Zs. W Pucku,
• Redshield Sp. Z.o.o.
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•

Stalbud – Budownictwo Sp. Z.o.o.
Stalbud – Konstrukcje Sp. Z.o.o.
Uniwersytet Gdański (Gdańsk),
Wonye Sp. Z.o.o.

Three North Korean state companies have provided Polish companies with North Korean
workers:
• Korea Cholsan General Corporation
• Korea Rungrado General Trading Corporation
• Korea South – South Cooperation Corporation
An exceptional 32-minute investigation video report made by Polish journalists
about the exploitation of North Korean workers in Poland is available online at
the following web addresses:
https://www.youtube.com/watch?v=JNVCdL908ko (Sub-titles in English and
French)
http://www.vice.com/nl/video/cash-for-kim-de-noord-koreaansedwangarbeiders-die-zich-doodwerken-in-polen-293(German)
More reports about North Korea’s involvement can be found at the following
web address:http://www.vice.com/nl/tag/Noord-Korea (Dutch)

Are the new UN sanctions enough to slow North Korea’s
missile development program?
By Troy Stangarone
The Peninsula (05.08.2017) - http://bit.ly/2x5sHUk - The United Nations Security Council
has unanimously passed new sanctions on North Korea in response to Pyongyang’s
intercontinental ballistic missile tests on July 4 and 28. These measures are long
overdue. While the international community has taken steps to sanction North Korea over
its development of nuclear weapons, its push to develop the delivery systems necessary
to utilize those weapons has faced relatively few sanctions. That has now begun to
change.
The new sanctions take important steps to significantly reduce North Korea’s efforts to
earn hard currency. The key provisions in the sanctions relate to a new ban on exports of
coal, iron ore, lead, lead ore and seafood products. The ban is a step in the right
direction, as it continues to remove loopholes from prior resolutions that North Korea has
been exploiting. In the case of coal, for example, North Korea was able to earn more
from coal exports after the sanctions than it had prior to sanctions due to rising prices.
To address this issue, the UN placed a hard cap on coal exports in Security Council
Resolution 2321, passed in November 2016. The cap is now gone and a full ban is in
place. These new sanctions also ban new joint ventures with North Korea and any
additional investment in joint ventures that already exist.
However, the provision prohibiting an increase in the number of overseas laborers will
likely have minimal impact. The trend was already in this direction — over the last year,
many countries have been reducing their use of North Korean labor. The one significant
outlier had been Russia, who earlier this year agreed to expand its usage of North Korean
labor. That the new UN sanctions only place restrictions on increasing the usage of North
Korean labor likely reflects the reluctance of Russia and China to cut off the usage of low
wage North Korean labor completely. Additionally, much as was the case with

Human Rights Without Frontiers HR in the World Newsletter. North Korea

earlier efforts to reduce Pyongyang’s earnings from coal exports, North Korea could earn
increasing amounts from the laborers already abroad if their wages were to increase.
While the new UN sanctions are an important step to begin imposing a price on North
Korea’s missile program, we should not expect the new sanctions to stop North Korea’s
missile development. Pyongyang has demonstrated consistently that it is willing to bear
the burden of sanctions to advance its weapons programs. Additionally, while some
expect that these sanctions will result in a one third reduction of North Korea’s total
earnings, the impact may not reach that level, as new sanctions primarily cover goods
trade. North Korea likely earns significant amounts from illegal arms trade, smuggling,
and other activities as well.
Despite the constraints that come from any new sanctions efforts, this move is an
important step forward in sanctioning North Korea over its missile development. Prior to
the current set of sanctions, there had been few UN Security Council resolutions explicitly
in response to North Korean missile tests, despite a significant increase in tests under
Kim Jong-un. So far this year, North Korea has conducted two ICBM tests and has
conducted a new missile test once every 2.6 weeks on average. Demonstrating to North
Korea that there will be a cost for these tests is important. However, rather than simply
reacting to these tests after they occur, the international community should consider prenegotiating sanctions measures in advance of tests to make clear to North Korea the cost
of its actions. At a minimum, the international community should not allow North Korea
to continue to conduct new missile tests at this rate without additional sanctions.
Troy Stangarone is the Senior Director for Congressional Affairs and Trade at the Korea
Economic Institute of America. The views expressed here are the author’s alone.

Social media and shopping: Report provides potential
insights on North Korean online behavior
By: Martyn Williams
38 North (18.07.2017) - A new report entitled “North Korea’s Ruling Elite are not
isolated” (http://bit.ly/2wZECAN) - offers fascinating insight into Internet activity from
North Korea, suggesting that average North Koreans and the upper echelons of the
Workers’ Party and military aren’t nearly as cut off as commonly portrayed. However, no
definitive conclusions can be drawn from the report about the source, frequency and
range of this access because it doesn’t provide hard numbers for many of its conclusions
and the raw data isn’t available. That is unfortunate because the findings are counterintuitive to what we have assumed about North Korean online behavior. Opening the data
to peer review may help us better understand the nature and scale of this activity and, if
confirmed, could change the way the world deals with North Korea.
Findings
The report was published in July by the Insikt Group, the research arm of Massachusettsbased Recorded Future. The company utilizes machine learning to deliver online security
threat intelligence to businesses. The basis for the report was Internet traffic captured
outside of North Korea by Team Cymru, a computer security-focused non-profit that acts
as Insikt’s “intelligence partner.”
In the report, researcher Priscilla Moriuchi, the director of strategic threat development
at Recorded Future and a 12-year veteran of the US intelligence community, writes that
users in North Korea spend much of their time online checking social media. Facebook
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was the most often accessed site with Google, Baidu and Instagram all attracting
significant numbers of views. Alibaba, Amazon, Tencent and Apple rounded out the top
eight social networking sites over the period of the data, which spanned April 1 to July 6
this year.
Just on April 1, for example, the report notes users accessed 163.com email accounts,
streamed Chinese-language video from Youku and checked news on Xinhua and People’s
Daily.
Team Cymru was vague about how it captured the data and exactly what it consisted of,
but it has previously said it works with “data donors and sources.” It also declined to
provide a copy of the North Korean data without subscription to its commercial service.
But the report did provide details of how it decided what was “North Korean” traffic and it
comes down to three blocks of Internet addresses.
§

§

§

The first was a block of 1,024 Internet addresses from 175.45.176.0 to
175.45.179.255. Those are addresses allocated to Star JV, North Korea’s sole
Internet provider. All of the country’s websites sit within this range and it’s also
used by the Koryolink 3G service for Internet access offered to resident foreigners
and tourists.
The second was a smaller block of 256 addresses from 210.52.109.0 to
210.52.109.255. These are Chinese addresses but have been allocated to North
Korea’s state-run telecom provider through China Netcom since before Star JV
existed. North Korean websites sat in these addresses about 15 years ago.
The third group was another 256 addresses from 77.94.35.0 to 77.94.35.255.
These are allocated to SatNet, a Russian satellite Internet provider and are
currently registered as being used in Lebanon. In the past, these were registered
as being used by North Korea, but information in the Internet address registration
database isn’t verified so it’s unproven whether these were or are legitimate North
Korean addresses.

Moriuchi feels sure the SatNet addresses were in use by North Korea during the time the
data was collected and points to the similarity in access patterns between the SatNet
addresses and the Star JV addresses; she didn’t see any traffic targeted at Lebanese
websites, as might be expected. Again, the baseline data wasn’t available to illustrate or
support that assertion. Moriuchi told me, however, that the SatNet traffic made up about
40 percent of the data with just 1 percent coming from the China Netcom block. The rest
came from the North Korean IP range and that, if taken alone, would still support the
general findings of the report.
Among Moriuchi’s research, she found a larger-than-expected amount of traffic from
North Korea to India, Malaysia, New Zealand, Nepal, Kenya and Mozambique. She said
the amount of access was higher than would typically be expected and directed at sites
such as a local news outlets and governments—the kind of sites only someone living
there or with a link to the country might access.
In fact, one fifth of all activity observed in the data involved India—a surprising amount.
According to the report, the traffic suggests North Korea has students at least seven
universities and might be working with several research institutions in the country.
Of the countries mentioned, Malaysia and Indonesia also maintain diplomatic missions in
North Korea, although Malaysia brought diplomats home as relations with Pyongyang
broke down in the wake of the murder of Kim Jong Nam in Kuala Lumpur.
Perhaps most intriguingly, on May 17, Bitcoin mining traffic was observed. There had
been none since the beginning of April but it suddenly spiked. The report notes the close
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timing with the release of the “WannaCry” malware that hit computers between May 12
and 15. WannaCry demanded a ransom in Bitcoin and was linked to North Korea by
computer security companies.
The report also noted the use of at least seven different western VPN (virtual private
network) services in traffic among the data. Such services require a credit card
subscription, which isn’t impossible for a North Korean to arrange through overseas
contacts, but again raises the question of who is behind the traffic.
The report notes, “one VPN was used by an iPad to check a Gmail account, access Google
Cloud, check Facebook and MSN accounts, and view adult content. Other VPN and VPS
(virtual private server) were used to run Metasploit (security software), make purchases
using Bitcoin, check Twitter, play video games, stream videos, post documents to
Dropbox, and browse Amazon.”
Caveats
An important caveat to many of the findings in the report is that it’s unclear how many
people were covered and who they are. The report refers to those with Internet access as
a “limited number,” but it didn’t acknowledge that several hundred foreigners might be
present in Pyongyang at any one time, accessing the Internet and connecting to overseas
sites. For them, using VPNs, accessing Facebook and Google and checking 163.com email
accounts would be expected.
Moriuchi later told me she did see traffic that appeared to be foreign residents but it was
just a small sliver of the overall data. But it’s impossible to know how much because the
report doesn’t provide those numbers and Moriuchi wouldn’t disclose them.
Take the Indian traffic, for example. From the data provider, it’s impossible to determine
whether the increased activity to India is just bored diplomats at India’s embassy
Pyongyang. We also don’t know the amount of data analyzed, the number of websites
accessed or even an estimate as to the number of Internet users in Pyongyang.
In a phone conversation, Moriuchi told me the traffic collected represented a significant
number of records—it wasn’t just a handful of web sessions each day—but wouldn’t put
numbers on it. When I asked her what it might compare to, she said it was about what
you might expect from a medium-sized company—which is about 50 to 250 people
according to most definitions.
Unanswered Questions
Just like almost everywhere else, Facebook is king for the people inside North Korea that
have Internet access, and they also spend a fair amount of time on Google, Baidu and
other major sites. If the traffic is really coming from North Koreans rather than resident
or visiting foreigners, then they really are very much like us—more than we ever
imagined.
However, while the report adds insight into the largely opaque area of access to the
Internet from inside North Korea, it’s far from clear exactly what was captured and
whether all of it was really from North Koreans.
I’ve spoken to several North Korea and Internet experts about the report and they all
draw the same conclusion: that something is not quite right with the numbers. Perhaps a
lot more of it is from foreigners than estimated or perhaps there’s an unknown Internet
connection that wasn’t taken into account.
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Or, perhaps we are all wrong and North Koreans really are going online and checking
Amazon and Alibaba. Without more information, it’s impossible to know and that’s
unfortunate because of the surprising nature of some of the findings.
Moriuchi says she’s sure about the results reached from the data set—the sites accessed,
the traffic patterns, the activity—and I’m sure that’s true. Nonetheless, I’d love to do a
deeper dive into the data to gain much greater granularity and insight into some of its
conclusions.
To hear more, Moriuchi just appeared on Recorded Future’s podcast to discuss the
findings: https://www.recordedfuture.com/podcast-episode-18/.

North Korean workers in Poland
By Willy Fautré

The
Parliament
Magazine
(17.07.2017)
https://www.theparliamentmagazine.eu/blog/poland-secretly-hiring-north-koreanworkers - For years, Pyongyang has exploited North Korean workers in Poland with the
blessings of the political authorities in Warsaw, who have generously granted working
visas while turning a blind eye to the inhumane conditions that these modern slaves
suffer from.
In Poland, North Korean labourers work 12 to 16 hours per day for an average monthly
wage of less than €120. No standardised contracts exist and salaries are filtered through
North Korean officials instead of being directly awarded to labourers, resulting in workers'
incomes reflecting only 10 to 20 per cent of their actual labour value. The workers are
under constant surveillance by Korean 'supervisors', who deny them freedom of
movement and communication with local populations.
It is estimated that over 50,000 North Koreans are working in approximately 20
countries. They collectively earn between €1-2bn in revenue for the North Korean
regime. Experts fear that these hard currencies are used to develop Pyongyang's nuclear
programme.
Human Rights Without Frontiers (HRWF) first raised this issue in the European Parliament
in 2007. At their event, a former staff member of the North Korean embassy in Prague
revealed that, before his defection, he was 'supervising' North Korean seamstresses in
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the Czech Republic. When their exploitation was publicised by the media, the Czech
government stopped the hiring of North Korean labourers.
At this time it was also known that North Koreans were being recruited by Gdansk
shipyards and by orchards in Poland. Despite regular coverage by Polish media,
especially by Gazeta Wyborcza, and HRWF's awareness raising campaigns, this illegal
employment never ceased.
From 2014 to 2017, several conferences on the exploitation of North Korean workers in
Polish shipyards, Dutch restaurants, and in the Maltese textile industry have been
organised at the European Parliament by MEPs and HRWF.
Parliamentary questions have also highlighted the breaches in EU labour laws and ILO
standards, and have proposed an infringement procedure against Poland. The answers
have been disappointing and have not lead to concrete corrective EU measures.
On 22 September 2016, HRWF raised the issue of exploited North Korean workers in
Poland at the OSCE/ODIHR conference in Warsaw and initiated a dialogue with the OSCE
delegation of Poland. A week later, the delegation announced to HRWF that "there are
not more than 550 North Korean workers in Poland... [and that] the existing cooperation
is based on private companies' independent agreements". Regardless of whether the
companies are public or private, the visas and work permits are issued by the Polish
authorities.
In a letter dated 19 May 2017, the Polish delegation told HRWF that as of 1 January
2017, there were approximately 400 North Koreans in Poland, and that no visas had
been issued to North Koreans since 2016. However, the latest official statistics available
on the website of the Polish government indicate that 180 work permits were granted to
North Korean citizens in 2016.
HRWF will continue to closely monitor developments related to this issue.
Link to The Parliament Magazine:
https://www.theparliamentmagazine.eu/blog/poland-secretly-hiring-north-koreanworkers
The title "Is Poland secretly hiring North Korean workers?" is not the one proposed by the
author but it was chosen by the editor-in-chief of The Parliament Magazine

How North Korea uses slave labor exports to circumvent
sanctions
By Joseph V. Micallef
Military.com (10.07.2017) - http://bit.ly/2ui4OYc - Of all the egregious forms of modern
day slavery, none is more despicable or far reaching than the export of slave labor by
North Korea. It's estimated that North Korean slave labor is utilized in over 45 countries
around the world, including in the European Union, and entails the exploitation of
between 100,000 and 200,000 individuals. The government of North Korea and various
affiliated organizations "earn" an estimated two to three billion dollars yearly from the
exploitation of its citizens as slave labor. As economic sanctions have bitten deeper into
North Korea's economy, Pyongyang has responded by steadily increasing the number of
laborers it exports.
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Starting in the 1980s, Kim Jong-il formed two agencies in the Korean Workers Party
(KWP), Office 38 and Office 39, to create and manage various foreign businesses,
including the provision of labor to overseas companies. The funds generated from these
operations were earmarked for North Korea's nuclear weapons development program.
At the same time, Pyongyang loosened its monopoly on foreign trade and allowed various
government departments, starting with the military, to undertake their own trading
operations and to secure their own sources of hard currency. Access to hard currencies is
highly coveted and ensures its participants access to Western goods and a very
comfortable lifestyle. The Kim family has used such access to reward its supporters.
Currently, there are around 14 organizations from the KWP, government and military
that conduct foreign trade and earn hard currencies in North Korea. Their activities are
centered around five North Korean banks that are used to repatriate and hold foreign
currency accounts: Joseon Trade Bank (Cabinet/National Planning Commission),
Southeast Asia Bank (government/military), Chang-Kwang Credit Bank (Ministry of
Industry), Dae-Sung Bank (Office 39) and Koryo Bank (Office 38). Each bank administers
the financial activities for one or more of the organizations that engage in foreign trade.
In addition to their trade activity, these various organizations also operate hotels, Korean
themed restaurants and gift stores selling traditional crafts, principally in China and
Russia, all of which are staffed by North Korean laborers. They also operate tourism
facilities in North Korea. In addition, all these organizations engage in the export of North
Korean workers.
The KWP Office 39, for example, administers seventeen foreign branches and 100
different trading companies. This office is also responsible for North Korea's exports of
gold bullion, about a ton a year, and overseas North Korea's foreign currency
counterfeiting. It is also believed to engage in some drug trafficking and arms sales as
well as labor export. Western intelligence agencies estimate that Office 39 generates
between 500 million and one billion dollars a year in revenue. Funds are earmarked for
Pyongyang's nuclear program and, it is believed, the personal use of Kim Jong-un.
According to a recent US-South Korea joint government investigation, it's estimated that
Office 39 controls around five billion dollars in assets worldwide.
Since coming to power in 2012, Kim Jong-un has overseen a significant rise in the export
of North Korean labor. Currently it is estimated that Korean laborers overseas have
increased from around 65,000 in 2000, to between 100,000 and 200,000 workers
currently. Typically, these workers only receive about 10 to 20 percent of their
designated wages. All wages of foreign workers are paid directly to the North Korean
companies overseeing the activity and they in turn pay the North Korean workers.
The export of labor generates between two and three billion dollars yearly for the various
North Korean organizations involved in it. The exact number is unclear as foreign firms,
typically in India, Pakistan and Bangladesh, are sometimes used to place the workers and
they in turn take a commission of anywhere from 10 to 15 percent. The banks
themselves charge various fees for administering the activity. In addition, the North
Korean government levies taxes on the proceeds. It's not clear if this estimate includes
the profits from North Korean owned firms overseas that utilize North Korean slave labor.
Finally, some portion of the proceeds are probably kick backed to Dear Leader Kim Jongun in return for the right to engage in trade activities.
The export of slave labor is in addition to the roughly 100,000 to 200,000 inmates in
various types of prison labor camps inside North Korea. These consist of large internment
camps for political prisoners (Kwan-li-so) and reeducation prison camps (Kyo-hwa-so).
These laborers are also used as slave labor in a range of activities from gold and coal
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mining to farming and manufacturing. Some of the products produced at these labor
camps are in turn exported to China by various state organizations.
In a chilling parallel to Nazi Germany's concentration camps, some of the larger prison
camps have added crematorium to dispose of the bodies of prisoners that die while they
are incarcerated. It's estimated that around 20% of prisoners die within their first year of
incarceration and that roughly half of all prisoners do not survive their imprisonment. The
hellish living conditions inside North Korea and inside the labor camps has been
extensively documented, most recently in an exhaustive UN report.
In recent years, North Korea has run deficits of between one billion and 350 million
dollars in its foreign trade. Without the earnings from the export of labor, it's likely that
North Korea would undergo the same cash squeeze it experienced in the 1990s and
possibly collapse.
There is some question, however, on how reliable these trade statistics are. Over 90
percent of North Korea's exports are to China. The accuracy of China's reporting has a
significant impact on the reported deficit. In February of 2017, for example, Beijing
announced that it was suspending imports of North Korean anthracite coal. Reported
shipments declined in April, but as of June appeared to be back to historical levels.
Currently North Korean laborers are working in around 45 countries. The bulk of the
workers are in China, Russia and the Persian Gulf emirates. Its estimated that there are
approximately 50,000 Korean workers in China, some of which are employed in firms
owned by various North Korean agencies. Labor shortages in China, especially in the
northeast, have often been filled by North Korean workers.
There are roughly 25,000 North Korean workers in Russia, mostly in the timber industry
in eastern Siberia and in the construction industry in western Russia. There are about
20,000 workers in the Middle East, mostly in construction and medical related fields.
There are 15,000 workers in Southeast Asia, around 10,000 in Africa and 5,000 each in
Europe and Mongolia.
Workers are not always identifiable as North Koreans, especially when they are part of
mixed nationality labor battalions that were organized by third party, foreign firms. It's
likely that the actual number per country is much higher.
Work conditions are typically spartan. In many places workers are housed six to eight to
a room and usually work 60-80 hour weeks. North Korean workers employed in the
construction of the Zenit Arena, the venue for the 2018 World Cup in St. Petersburg,
were reportedly housed eight to a 20 by eight-foot shipping container. Average salaries
vary by country. They are higher in the Gulf, lower in China and Russia. On average, they
are around 300 to 400 dollars a month. Workers receive between 10 and 20 percent of
their official wage and the balance is retained by the North Korean agency that organized
the labor export and its various intermediaries.
Is this slavery? As brutal as it appears, for some, sadly, it is in fact a better quality of life
than what is found in North Korea. Most workers acknowledge that they are better fed
and have better medical care than their countrymen. In fact, North Koreans often bribe
government officials to become overseas laborers. The going rate is 200 to 700 dollars.
Moreover, once abroad, workers can work on the side for their own benefit or even
operate a business. Many workers engage in trading activities, some of which, like the
sale of black market cigarettes and other contraband, are often supplied by the local
North Korean embassy.
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In addition, in a new and even darker chapter, Pyongyang has supplied North Korean
women to traffickers who smuggle them across the border and sell them as brides to
Korean-Chinese, (Chosun Jok, a Chinese citizen of Korean descent) in northeast China.
There have also been persistent reports, but no hard evidence yet, that North Korea has
supplied North Korean women to various criminal gangs in Eastern Europe for use in the
sex trade. There are long standing ties between Pyongyang and Russian criminal
organizations.
Putting aside the obvious question of whether Pyongyang's export of labor constitutes a
form of slavery, there are three issues to consider.
First, the export of labor allows North Korea to earn billions of dollars in hard currency.
These earnings play an important role in funding North Korea's nuclear weapons
development program and are critical in keeping the Kim family and its cronies in power.
Labor exports also allow Pyongyang to circumvent the effect of economic sanctions on its
international trade. As sanctions have bitten deeper, Kim Jong-un has responded by
simply increasing the number of workers that North Korea exports. Without the hard
currency earned from labor exports, it's likely that the North Korean economy would
collapse.
Secondly, the export of labor in North Korea has created an environment where the
coercion and exploitation of forced labor has become an accepted part of North Korean
life. Many schools, for example, have imposed fees on their students. Students, some as
young as five, are forced to work in lieu of making the cash payments or as a "team
building" exercise.
The workers' paradise of North Korea increasingly resembles a medieval society where
each layer of society is exploited by its superiors by being forced to provide free labor.
Clearly, there is no degradation that Pyongyang will not impose on its citizens in its quest
for ever larger amounts of hard currency, a practice that is increasingly spreading
throughout North Korean society. In what some legal scholars have described as
"criminal sovereignty," the government of North Korea seems little different from an
international criminal cartel; albeit one armed with nuclear weapons.
Finally, North Korea's exploitation of its workers could not occur without the acquiescence
of the West. In many cases, the actual use of such workers is not obvious. On the other
hand, there are numerous instances where the use of North Korean labor has been open
and well documented. The use of North Korean labor in Polish shipyards or the Czech
Republic is well known. Both the new stadiums being built to host the World Cup in St.
Petersburg (2018) and in Qatar (2022) are being constructed with the use of North
Korean slave labor.
Hundreds of thousands of World Cup fans will buy tickets to sit in stadiums built with
slave labor. International broadcasters will each pay hundreds of millions of dollars to
televise games from those same stadiums. Where is the outrage from the West? Why
hasn't any Western government demanded that FIFA either cancel or reschedule the
World Cup to venues that are untainted by the use of slave labor?
Given that the proceeds of labor exports function to circumvent the intent of economic
sanctions against North Korea and that the funds it generates helps to fund North Korea's
nuclear weapons development program, it is essential that labor exports be included in
the sanctions levied against North Korea. Ditto for tourism into North Korea.
Moreover, the five North Korean banks at the center of the slave labor exports need to be
completely cut off from the international banking system and any financial institution that
acts as an intermediary for them needs to be subject to sanctions itself. Although they
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are technically subject to sanctions, many of these banks are still part of the SWIFT
network. Without the ability to move funds, the export of North Korean labor would yield
little profit to Kim Jong-un and his cronies.
Not only is the countenance of North Korea's labor exports a tacit acceptance of the
continuation of slavery in the 21st century, but it directly leads to a major source of
global nuclear proliferation and regional instability. It's time to put a stop to Pyongyang's
brutal exploitation of its citizens.

North Koreans in Russia work ‘basically in the situation
of slaves’
The New York Times (11.07.2017) - http://nyti.ms/2ucVYuR - Across Western Europe
and the United States, immigrants from poorer countries, whether plumbers from Poland
or farmhands from Mexico, have become a lightning rod for economic anxieties over
cheap labor.
The Russian city of Vladivostok on the Pacific Ocean, however, has eagerly embraced a
new icon of border-crushing globalization: the North Korean painter.
Unlike migrant workers in much of the West, destitute decorators from North Korea are
so welcome that they have helped make Russia at least the equal of China —
Pyongyang’s main backer — as the world’s biggest user of labor from the impoverished
yet nuclear-armed country.
“They are fast, cheap and very reliable, much better than Russian workers,” Yulia
Kravchenko, a 32-year-old Vladivostok homemaker, said of the painters. “They do
nothing but work from morning until late at night.”
The work habits that delight Vladivostok homeowners are also generating sorely needed
cash for the world’s most isolated regime, a hereditary dictatorship in Pyongyang closing
in on a nuclear weapon capable of hitting the United States. Just last week, the North
reached a milestone by testing its first intercontinental ballistic missile.
Squeezed by international sanctions and unable to produce many goods that anyone
outside North Korea wants to buy — other than missile parts, textiles, coal and
mushrooms — the government has sent tens of thousands of its impoverished citizens to
cities and towns across the former Soviet Union to earn money for the state.
Human rights groups say this state-controlled traffic amounts to a slave trade, but so
desperate are conditions in North Korea that laborers often pay bribes to get sent to
Russia.
North Korean laborers helped build a new soccer stadium in St. Petersburg to be used in
next year’s World Cup, a project on which at least one of them died. They are working on
a luxury apartment complex in central Moscow, where two North Koreans were found
dead last month in a squalid hostel near the construction site. They also cut down trees
in remote logging encampments in the Russian Far East that resemble Stalin-era prison
camps.
But they have left their biggest and most visible mark in Vladivostok, providing labor to
home repair companies that boast to customers how North Koreans are cheaper, more
disciplined and more sober than native Russians.
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“Surprisingly, these people are hard-working and orderly. They will not take long rests
from work, go on frequent cigarette breaks or shirk their duties,” promised the website of
a Vladivostok company.
The home repair industry stands at the more benign end of North Korea’s labor export
program. Painters and plasterers are not generally subjected to the brutal mistreatment
endured by North Koreans working in Russian logging camps or on construction sites.
Though rigidly controlled by minders from the Workers’ Party of Korea, the ruling party in
Pyongyang, they do not, on the whole, live in what the State Department in its recently
released annual report on human trafficking called “credible reports of slave-like
conditions of North Koreans working in Russia.”
All the same, they still suffer from what human rights groups say is a particularly
egregious feature of Pyongyang’s labor export program: Most of their earnings are
confiscated by the state.
A lengthy report on North Korean workers in Russia issued last year by the Data Base
Center for North Korean Human Rights, a group in Seoul, said the Workers’ Party of
Korea seizes 80 percent of the wages earned by forestry workers and at least 30 percent
of the salaries paid to laborers working in construction. Further money is taken to cover
living expenses, mandatory contributions to a so-called loyalty fund and other
“donations.”
This “exploitative structure,” the report said, constitutes “one of the fundamental causes
of the North Korean workers’ inhumanly hard labor in Russia.”
The human rights group estimated that the North Korean authorities earn at least $120
million a year from laborers sent to Russia, a vital source of income for a family dynasty
founded, with Moscow’s backing, by Kim Il-sung in 1948 and now headed by his 33-yearold grandson, Kim Jong-un. It put the number of North Koreans working in Russia at
nearly 50,000, though other studies say the number is 30,000 to 40,000, which is still
more than in China or the Middle East, the other principal destinations.
The Russian boss of a Vladivostok decorating company that employs scores of North
Koreans said the amount of money seized from salaries had increased substantially over
the past decade, rising to a current monthly rate of 50,000 rubles, or $841, from 17,000
rubles a month in 2006.
He said his highest-paid workers now lose half or more of their monthly salary through
confiscation, while the leader of each construction squad of around 20 to 30 laborers
takes an additional cut of about 20 percent in return for finding painting jobs for his men.
The Russian asked that he not be identified because he feared that Workers’ Party
supervisors would punish his laborers or prevent them from working with him.
The increased rate of confiscation followed a sharp fall in the value of the ruble against
the dollar, a troubling development for a regime that wants dollars, not rubles.
But the jacking up of the amount of rubles seized more than compensated for the ruble’s
fall, reflecting Pyongyang’s desperate hunt for more cash since Kim Jong-un took power
in December 2011 and ramped up North Korea’s missile and nuclear programs.
International sanctions and a Chinese ban on imports of North Korean coal in February
after a series of missile tests have steadily squeezed Pyongyang’s other sources of
foreign revenue. That has left the export of labor, along with a string of state-run
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restaurants and other small businesses in Vladivostok and elsewhere, as one of the
regime’s shrinking list of ways to generate hard currency.
To prevent them from seeking refuge in South Korea, North Korean laborers are forced to
live together in cramped dormitories scattered around the outskirts of Vladivostok and
prohibited from contacting Russians and other foreigners outside work.
The boom in North Korean labor exports to Russia coincides with an expansion of other
links between the two countries, including a recent surge in Russian coal exports and the
start in May of a new ferry service twice a week between Vladivostok and Rason, a
special economic zone on the east coast of North Korea.
In April last year, just months after North Korea announced that it had tested a
“miniaturized hydrogen bomb,” Russian and North Korean officials gathered south of
Vladivostok to celebrate the reopening of Kim Il-sung House, a wooden building
dedicated to the memory of the dictator. It had been rebuilt, at Russia’s expense, after a
fire.
The links with Russia are still far less extensive than those North Korea has with China,
its principal foreign backer, and do not appear to violate sanctions imposed — with the
Russian government’s support — by the United Nations. But they have nonetheless
raised eyebrows in the United States and Japan, which want to tighten the economic and
diplomatic vise on Pyongyang.
Russian coal exports to North Korea more than tripled to $28.4 million in the first quarter
of this year from $7.5 million in the same period in 2014, indicating that Moscow would
most likely object to any efforts by Washington to widen United Nations economic
sanctions.
Why North Korea would sharply increase coal imports is a mystery, as it has plenty of
coal. A bigger mystery is the business rationale behind the new ferry service to North
Korea, started last month by a private Russian company, InvestStroyTrest, at a time
when few Russians want to travel to North Korea and even fewer North Koreans, aside
from laborers, visit Russia.
When the ferry, the Mangyongbong, docked in Vladivostok last week from North Korea it
had just six paying passengers. It has berths for 193.
Mikhail Khmel, the deputy director general of InvestStroyTrest, said that “all the noise
around North Korea that makes people afraid” was to blame for the slow business.
North Koreans, he added, “are not angels” but don’t deserve all the pressure put on them
by the United States. “America is very far away, but we live next door,” he said. “We
want to deal with them normally.”
The ferry service only expands existing transport links between North Korea and
Vladivostok, the only foreign destination other than Beijing and the northern Chinese city
of Shenyang for Pyongyang’s national airline, Air Koryo.
Each Friday, skinny North Korean laborers in ragged clothes, watched over by
supervisors in suits with Kim Il-sung badges, gather at Vladivostok airport with piles of
luggage before a weekly flight to and from Pyongyang.
While presenting a miserable tableau of deprivation at the airport, North Koreans who
have worked as laborers in Russia often are eager to come back. Indeed, the Russian
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decorating company boss said, they often pay bribes to officials from the Workers’ Party
to gain an assignment to work abroad.
One of these is a 52-year-old painter now on his second five-year assignment to Russia.
Speaking broken Russian as he painted Ms. Kravchenko’s bedroom wall, he said that he
liked the work and the opportunity to earn foreign money for himself and his country.
While in Russia, he goes by the name Dima, short for Dimitri.
He said his Russia work permit expires next year and he will have to go home. “I hope I
can come back,” he said.
The Russian boss said North Koreans work “crazily long hours” without complaint and call
him at 6 a.m., even on weekends, if he has not yet shown up to tell them what to paint
or plaster. “They don’t take holidays. They eat, work and sleep and nothing else. And
they don’t sleep much,” he said. “They are basically in the situation of slaves.”
All the same, he added, North Koreans still want to work in Russia, where, despite the
hardships and confiscation of a big chunk of their wages, they can live better and freer
than they do at home.
“It is not slave labor but hard labor. And it is much better here than in North Korea,”
Georgy Toloraya, a former Russian diplomat in Pyongyang, said.

The Case of Mr. Ham Jin-Woo’s
Abduction and Arbitrary Detention in the DPRK
ICNK (11.07.2017)
1. Identity:
-

Name: Mr. Ham Jin-Woo
Age: 62
Nationality: The Republic of Korea (Mr. Ham used to be a citizen of the
DPRK until 2011.)
Occupation: Journalist of the Daily NK since January 2012 (Pseudonym: Choi
Song-Min5)

2. The account of the case
-

One the 28th of May, Mr. Ham left Seoul for a business trip to China.

-

A few weeks in advance, he disclosed his plan of a business trip with the leading
staff of the Daily NK and Unification Media Group, an umbrella group that Daily NK
is part of. Mr. Ham said at the meeting that his former co-worker of the Bureau of
Reconnaissance asked him to come close to the border between China and North
Korea and to bring certain important materials that he had collected. His former
co-worker’s identity was not known to the Daily NK. Mr. Ham insisted that his coworker was an old close friend of his who had cooperated with Mr. Ham for a long
time, so he believed the situation would be safe. Thereafter, he left for Sanhe,
Longjing in Yanbian Korean Autonomous Prefecture, Jilin-Sheng in China to meet
his former co-worker.

Mr. Choi Song Min (Ham Jin-Woo)’s Korean news article collection on the DailyNK:
http://www.dailynk.com/korean/sub_list_writer.php?page=1&jId=choism111
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-

-

-

-

-

-

-

-

In the morning on the 29th when Mr. Ham was supposed to meet his colleague at
the border of Sanhe on the Chinese side, he has gone missing. There has been no
communication with Mr. Ham.
On the 29 May, the family and the Daily NK asked the Consul of the Ministry of
Foreign Affairs for the ROK for his whereabouts after losing contact with him. Mr.
Ham was supposed to call the Daily NK’s head office after contacting with his
internal source at Sanhe, China, but there was no call.
At the same time, they have asked a few sources about Mr. Ham’s whereabouts
and collected information that between 7:30 AM and 8:00 AM on the 29th May
nearby the Chinese border with North Korea in Sanhe, China a man had a
physical altercation with two others who crossed the border from North Korea and
eventually was dragged into North Korea. Many neighbors who witnessed this
altercation in Sanhe knew these men were North Korean. It was also crosschecked by different sources through Mr. Gwak Myung-Il (a Yonhap News
reporter), Mr. Ham’s son, and Unification Media Group’s Vice-director.
On the 2nd June, the Daily NK requested once again the MOFA of South Korea for
his whereabouts. The official answer of the MOFA was that “There hasn’t been any
notice from China and the government will keep checking out if there is a
message from China.”
On the 23rd June, an internal source of an activist working for North Korean
human rights who wants to remain anonymous said that “A man named as Ham
Jin-Woo has been detained in an underground prison of the State Security
Department (SSD) in Pyongyang. He was lured into North Korea by an
acquaintance of his.”
According to the source, Mr. Ham is supposedly going to be killed after being
utilized for medical experiments on his living body. Mr. Ham’s reporting on North
Korea from South Korea has aggravated the North Korean authorities, so that
intelligence may sound to be realistic or feasible.
Regarding the SSD cell where Mr. Ham might have been detained, it has not been
confirmed by the source if it is in the basement of the SSD headquarters located
in the Seosung-district (서성구역) of Pyongyang, or in one of the SSD branches of
several districts in Pyongyang.
If he is still under a preliminary investigation by the SSD in a detention facility,
which is called “jipgyeolso (집결소),” he might have been treated by the
Preliminary Investigation Bureau of the SSD, which is located in the
mankyeongdae-district (만경대구역) in Pyongyang.
Since then, there has been no notice from the government of South Korea and
inside sources as well.

3. Mr. Ham’s activities to be relevant to the abduction and arbitrary detention in
North Korea
Mr. Ham works at the Daily NK (www.dailynk.com), an online newspaper that reports on
issues in North Korean society to the world. He had worked as a reporter since January
2012 after he left North Korea in 2011 and settled down in Seoul. He wrote under a
pseudonym, Choi Song-Min. As a Daily NK’s reporter, he utilized his network in North
Korea and released quite a number of news articles on important issues in North Korea.
In addition to that, through several media and public events he testified a few times the
fact that
In North Korea, he was a soldier for the Bureau of Reconnaissance since 1973. The
Bureau was merged with the Operational Department, which was known as the 6th
Department of the Workers’ Party, and renamed as the General Bureau of
Reconnaissance in 2009. From 1990 to 2001, he managed a training center to cultivate
special soldiers of the General Bureau of Reconnaissance.
Human Rights Without Frontiers HR in the World Newsletter. North Korea

The General Bureau of Reconnaissance carried out operations to kidnap Japanese
fishermen from the early 1960s till late 1980s: The Bureau seized a Japanese fisher boat
to kidnap the one youngest and strongest fisherman out of around 6 fishermen and then
proceeded to sink the boat, in which the other crews and fishermen were still detained on
it. Mr Ham also carried out operations a few times and the Bureau kidnapped around 80
Japanese fishermen in total, according to his testimony.
It is included in the report of the Commission of Inquiry on the situation of the DPRK
through a confidential meeting between the three Commissioners and Mr. Ham in midAugust, 2013. His most recent presentation about this operation was in Tokyo on the
17th of March, 2017 at an international symposium hosted by ICNK.
4. Reason for Mr. Ham’s abduction and arbitrary detention in North Korea
The Daily NK (dailynk.com), has been the target of North Korean authorities’ official
denunciation through state-run media, like the Uriminjokkiri, an online propaganda
website for native-speaking Korean internet users in South Korea and the world. They
stated that, “That extreme conservative newspaper conducts vicious slander on the
Supreme Leader6.” Even in 2017, North Korean state-run media released several times of
denunciation of the Daily NK’s news articles and the latest one was released on April 4
stating that “South Korean extreme conservative newspapers like The Daily NK have
caused national conflicts.” It means the North’s authorities are very well aware of
activities of the Daily NK and Mr. Ham’s as well. Therefore, Mr. Ham, a reporter of the
Daily NK, seems to be quite at risk.
More seriously, there is a high chance that the authorities suppose that Mr. Ham’s
activities at the Daily NK, through which intelligence of the highly confidential operations
of the Bureau of Reconnaissance leaked out, are considered a serious treason.
These could be the obvious background to apply the Article 3, Crimes against the state
and nation of the Penal Code of the DPRK.
Given that the fact the US citizen, Mr. Otto Warmbier, was sentenced to 15 years of
labor-imprisonment because he took off a wooden banner from a wall of the hotel, on
which the word, “Kim Jong Il,” was carved and put it on the floor, Mr. Choi’s suspicion is
much more serious from the authorities’ point of view. In addition, he used to be a North
Korean national, so his sentence will be allegedly more heavier than Mr. Otto Warmbier.
Article 3. Crimes against the state and nation
1. Crimes against the State
Provision 62 (propaganda against the state and sedition)
A person who incites sedition or conducted propaganda for the purpose of sedition
against the State is sentenced to five years or less in prison. If the case is serious, five
to ten years in prison is possible.
Provision 63 (Treason)
If a North Korean national escapes to a foreign country after betraying his/her country
and thereafter conducted treasonous acts, such as handing over confidential issues to
other country, they are sentenced to five years or less imprisonment. If the case is
http://www.dailynk.com/korean/read.php?cataId=nk00700&num=103330
http://www.dailynk.com/korean/read.php?cataId=nk00700&num=103389
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serious, they are sentenced to life and forced labor, or to expropriating the criminal's
property.
Provision 64 (Espionage)
If a person who is not a national of the Republic detects, collects information on
confidential issues, or provide information in order for surveillance on the State, they are
sentenced to five years to ten years of labor-imprisonment. If the case is serious, ten
years and more is possible.
5. Violations of related international laws
His abduction and arbitrary detention seem to be violations of the articles 13, 14, 18, 19
and 21 of the the Universal Declaration of Human Rights, and articles 12, 18, 19, and 25
of the the International Covenant on Civil and Political Rights.
Regarding his case, the odds to guarantee these rights described in the articles 9 and 10
of the the Universal Declaration of Human Rights and articles 9 and 14 of the ICCPR is
completely low. Several prominent reports on North Korea tell this situation very
accurately: 2016 White Paper of KINU and the report of the Commission of the Inquiry on
human rights situation of the DPRK.
2016 White Paper of KINU states that “Trials of political prisoners in North Korea violate
human rights for the following reasons. First, trials are held by a non-court entity.
Second, North Korean political prisoners are deprived of an opportunity for appeal. Third,
the North Korean authorities arbitrarily stretch the definition of the political prisoner.”7
For that reason, the Commission of Inquiry explained pointed out “Office of the
Prosecutor and the court system” as an institution who should take institutional
accountability for “unfair trials.”8

Don’t return 5 refugees to North Korea
Don’t send North Koreans back to horrific prison camp system
Human Rights Watch (24.06.2017) - http://bit.ly/2s7Skmp - China should immediately
release five North Korean refugees held in Chinese detention and agree not to return
them to North Korea, where they would face grave danger, Human Rights Watch said
today. China should protect the five refugees and let them travel to safety in a third
country, Human Rights Watch said in a letter to Chinese President Xi Jinping.
North Koreans who are forcibly repatriated after fleeing their country face a real risk of
torture, sexual violence and abuse, incarceration in forced labor camps, and public
executions, making them refugees in need of urgent protection under international law.
“China should not force these five refugees back to North Korea, where the government
is known to severely violate the rights of those sent back using methods such as torture,
KINU, ’White Paper on Human Rights in North Korea 2016,’ p. 155, (2) SSD Political
Criminal Trials,
http://www.kinu.or.kr/www/jsp/eng/report_view.jsp?menuIdx=648&category=000%20
%EC%9D%B8%EA%B6%8C&thisPage=1&searchField=&searchText=&contId=1476724
8
“The report of the Commission of Inquiry on human rights situation in the DPRK,” p.
367, para. 1773
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sexual violence, forced labor, and long-term incarceration in North Korea’s brutal prison
camp system,” said Phil Robertson, deputy Asia director at Human Rights Watch. “Beijing
should fulfill its obligations under the UN Refugee Convention by releasing these five
refugees and permitting them to go to a third country where they can be safely
protected.”
Late last week, Chinese government officials detained the group traveling to the city of
Shenyang, Liaoning province, in northeastern China. Three of the five refugees are
relatives of “Lim,” a North Korean now living in South Korea and using a pseudonym. On
June 16, Lim received a call from her brother, who was using a smuggled Chinese phone
in North Korea. He told Lim that he had crossed the Yalu river, on the border between
North Korea and China, with their mother and a cousin. He had been carrying their
mother, who was too weak to walk, and needed help because the group had gotten lost
on the mountain. Lim’s relatives had no food and her brother eventually lost
consciousness from exhaustion and hunger.
Lim was eventually able to contact someone who could help guide the group and provide
them with food and basic assistance. Lim told Human Rights Watch that she spoke to her
family a few days later, when the person trying to help them reached the group before
departing by car. She has not been able to contact them since then.
On June 21, Lim learned from her local contacts that the group, including her three
relatives, was detained by the Chinese military near Yanji city, Jilin Province. On June 22,
she heard that authorities were about to move her family to Helong, 70 kilometers
southwest of Yanji.
China regularly labels North Koreans as illegal "economic migrants" and forcibly
repatriates them to North Korea based on a 1986 bilateral border protocol. However,
regardless of why North Koreans decide to flee the country, they are virtually guaranteed
to face extremely abusive treatment if forced to return. For this reason, international law
considers them all to be refugees sur place, or refugees because of circumstances after
their departure.
China, as a state party to the 1951 UN Convention on Refugees and its 1967 Protocol, as
well as the 1984 Convention against Torture, is specifically obligated not to return
refugees when that may put them at risk of persecution or torture. The same obligations
bind China as a matter of customary international law. Forcing North Koreans back to
North Korea amounts to refoulement, or the sending of persons back to territory where
they face serious human rights violations. Such a practice forbidden by international
treaties to which China is a party.
According to interviews conducted by Human Rights Watch with North Koreans who have
previously been apprehended in China and returned to North Korea, the North Korean
government harshly punishes all those who leave the country without permission.
In 2010, North Korea’s Ministry of People’s Security adopted a decree making defection a
crime of “treachery against the nation,” punishable by death. North Koreans who have
fled the country since 2013, or who maintain contacts inside the country, have told
Human Rights Watch that people repatriated by China face severe penalties. Those
caught while trying to go to South Korea can face 7 to 15 years of forced labor in
ordinary prison camps (kyohwaso – re-education correctional facilities), incarceration in
political prison camps (kwanliso), or even execution.
North Koreans may be sentenced to more than two years of forced labor in ordinary
prison camps for living illegally in China. A former senior official in the North Korean state
security service (bowibu) who worked on the border and received North Koreans sent
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back from China, told Human Rights Watch that officials torture every returnee to find
out where they went in China, who they contacted, and what they had done.
Lim remains especially concerned about her family’s treatment because police detained
and forcibly disappeared her father in 2010. When detainees vanish without information
on whereabouts, trial dates or result, the community assumes the person has been sent
to political prison camps (kwanliso). Lim fears that because of their father’s status, her
family will be lost in the kwanliso system.
Political prison camps in North Korea are characterized by systematic abuses and often
deadly conditions, including meager rations that lead to near starvation, virtually no
medical care, lack of proper housing and clothes, regular mistreatment that includes
sexual assault and torture by guards, and summary executions. Death rates in these
camps are reported by former North Korean prisoners and guards to be extremely high.
Detainees in ordinary prison camps also face forced labor, food and medicine shortages,
and regular mistreatment by guards.
The 2014 UN Commission of Inquiry on Human Rights in North Korea found that those
fleeing the country are targeted as part of a “systematic and widespread attack against
populations considered to pose a threat to the political system and leadership of the
DPRK… to isolate the population from contact with the outside world.” It also found that
crimes against humanity, including torture, execution, enslavement, and sexual violence,
are committed against prisoners and people forcibly returned to North Korea from China.
Human Rights Watch calls on China to stop repatriating North Koreans, and to allow the
UN refugee agency to exercise its mandate and protect people. China should provide
asylum to North Korean refugees, let them seek resettlement in a third country, or allow
them to pass through Chinese territory without fear of arrest or forced returns.
In December 2016, the UN Security Council again discussed for a third year in a row the
human rights situation in North Korea as a threat to international peace and security. In
March, the UN Human Rights Council passed a resolution that strengthens the UN’s work
to assess and develop strategies to prosecute pervasive human rights crimes by the
North Korean government.
“There is no way to sugarcoat this: if these people are forced back to North Korea, their
lives and safety will be at risk,” said Robertson. “The world is watching to see whether
Beijing fulfills its duty to protect these five refugees or again becomes complicit with
North Korea’s abuses.”

Otto Warmbier dies days after release from North Korean
detention
By Susan Svrluga and Anna Fifield
The Washington Post (19.06.2017) - http://wapo.st/2sLyT2B - Otto Warmbier, the
University of Virginia student who was detained in North Korea for nearly a year and a
half, died Monday afternoon, days after he returned home in a coma, his parents
announced.
Warmbier, 22, had been medically evacuated last week and was being treated at the
University of Cincinnati Medical Center. His parents, Fred and Cindy Warmbier, did not
specify the cause of death.
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But they made clear in a written statement that they blamed North Korea for what
happened. Their son was arrested in January 2016 at the end of a brief tourist visit to the
isolated country.
“Unfortunately, the awful torturous mistreatment our son received at the hands of the
North Koreans ensured that no other outcome was possible beyond the sad one we
experienced today,” the Warmbiers said.
Warmbier’s death was mourned by his wide circle of friends and by complete strangers,
and it intensified political reaction to his detention, with outraged critics calling it murder.
“There is nothing more tragic for a parent than to lose a child in the prime of life,”
President Trump said in a statement. “Our thoughts and prayers are with Otto’s family
and friends, and all who loved him.
“Otto’s fate deepens my Administration’s determination to prevent such tragedies from
befalling innocent people at the hands of regimes that do not respect the rule of law or
basic human decency. The United States once again condemns the brutality of the North
Korean regime as we mourn its latest victim.”
Sen. John McCain (R-Ariz), chairman of the Senate Armed Services Committee, said in a
statement: “Otto Warmbier, an American citizen, was murdered by the Kim Jong-un
regime. In the final year of his life, he lived the nightmare in which the North Korean
people have been trapped for 70 years: forced labor, mass starvation, systematic
cruelty, torture, and murder.
“North Korea is threatening its neighbors, destabilizing the Asia-Pacific region, and
rapidly developing the technology to strike the American homeland with nuclear
weapons. Now it has escalated to brutalizing Americans, including three other citizens
currently imprisoned in North Korea. The United States of America cannot and should not
tolerate the murder of its citizens by hostile powers.”
Sen. Benjamin L. Cardin (Md.), ranking Democrat on the Senate Foreign Relations
Committee, said in a statement that “Otto is dead because of Kim Jong-un’s repressive,
murderous regime,” and that North Korea “must be held accountable for their continued
barbaric behavior.”
Sen. Marco Rubio (R-Fla.) also said North Korea must be held accountable for the
“murder.”
Warmbier’s death could push Congress or the Trump administration to restrict or ban
Americans from traveling to North Korea.
Reps. Adam B. Schiff (D-Calif.) and Joe Wilson (R-S.C.) have introduced the North Korea
Travel Control Act in the House, which would require Americans who want to travel to
North Korea to obtain a license. There would be no licenses for tourists.
The Senate has been more reluctant to introduce restrictions on Americans — but
Warmbier’s death might be the trigger that they need, analysts say.
Separately, Secretary of State Rex Tillerson has raised the prospect of the administration
using an executive order to ban travel to North Korea.
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“We have been evaluating whether we should put some type of travel visa restriction to
North Korea,” Tillerson told a House committee last week. “We haven’t come to a final
conclusion, but we are considering it.”
On Monday, Tillerson issued a statement: “Today we received with deep sadness the
news that Otto Warmbier has passed away.
“On behalf of the entire State Department and the United States government, I extend
my condolences to the Warmbier family, and offer my prayers as they enter a time of
grief no parent should ever know.
“We hold North Korea accountable for Otto Warmbier’s unjust imprisonment, and
demand the release of three other Americans who have been illegally detained.”
They are Kim Dong-chul, a former Fairfax County, Va., resident, as well as Tony Kim and
Kim Hak-song, two Americans affiliated with the Pyongyang University of Science and
Technology.
Currently, the State Department “strongly warns” U.S. citizens not to travel to North
Korea, noting that going there puts them at risk of arrest and long-term detention in
accordance with what North Korea calls “wartime law.”
Warmbier had gone to North Korea as a tourist on his way to Hong Kong for a studyabroad program, but was stopped when he tried to leave the country. After a sham trial,
he was sentenced to 15 years of hard labor for what North Korea called “hostile acts
against the state.”
Fred Warmbier said North Korea lures American tourists to the country with tour groups
such as the one his son joined, Young Pioneer Tours, and then “they take them hostage.”
Young Pioneer Tours said after Warmbier’s death that it would no longer take American
citizens to North Korea.
Fred and Cindy Warmbier had no news about their son during his detention after March
of last year. He was not allowed consular visits, and it was not until this month that U.S.
officials and the family were told that he had been in a coma for more than a year.
He was medically evacuated, landed in Cincinnati on Tuesday night and was rushed to
the hospital.
On Thursday, doctors said Warmbier had extensive loss of brain tissue, and was in a
state of unresponsive wakefulness.
That morning, Fred Warmbier denounced what he called the “pariah” regime that
brutalized his son.
Fred and Cindy Warmbier issued a statement Monday afternoon:
It is our sad duty to report that our son, Otto Warmbier, has completed his
journey home. Surrounded by his loving family, Otto died today at 2:20pm.
It would be easy at a moment like this to focus on all that we lost — future time
that won’t be spent with a warm, engaging, brilliant young man whose curiosity
and enthusiasm for life knew no bounds. But we choose to focus on the time we
were given to be with this remarkable person. You can tell from the outpouring of
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emotion from the communities that he touched — Wyoming, Ohio and the
University of Virginia to name just two — that the love for Otto went well beyond
his immediate family.
We would like to thank the wonderful professionals at the University of Cincinnati
Medical Center who did everything they could for Otto. Unfortunately, the awful
torturous mistreatment our son received at the hands of the North Koreans
ensured that no other outcome was possible beyond the sad one we experienced
today.
When Otto returned to Cincinnati late on June 13th he was unable to speak,
unable to see and unable to react to verbal commands. He looked very
uncomfortable — almost anguished. Although we would never hear his voice
again, within a day the countenance of his face changed — he was at peace. He
was home and we believe he could sense that.
We thank everyone around the world who has kept him and our family in their
thoughts and prayers. We are at peace and at home too.
Fred & Cindy Warmbier and Family
Sen. Rob Portman (R-Ohio), who worked to try to free Warmbier, said in a statement
Monday afternoon: “Otto Warmbier was such a promising young man. He was kind,
generous and accomplished. He had all the talent you could ever ask for and a bright
future ahead of him. His passing today is a loss for Ohio and for all of us. Jane and I are
lifting up the Warmbier family in our prayers at this difficult time, and we are deeply
saddened by the tragic loss of this remarkable young Ohioan.”
Gov. John Kasich (R) said in a written statement: “All Ohioans mourn the death of Otto
Warmbier, a young man of exceptional spirit. Our prayers go out to his family, who have
shown great strength and courage throughout this terrible ordeal. This horrendous
situation further underscores the evil, oppressive nature of the North Korean regime that
has such disregard for human life.”
Teresa Sullivan, president of U-Va., said by phone Monday afternoon: “It’s just such a
waste of a promising young life. That’s very hard — that’s very hard to accept.
“I feel so sorry for his classmates and his fraternity brothers. He had many friends at the
university, professors who taught him, I think everyone feels, very deeply, this loss.
“I think we always somewhere, deep down, thought he would come back to us and finish
his degree with us.”
Warmbier was much loved. He was homecoming king and captain of his high-school
soccer team, an expert in underground rap music and economics, a thrift-store shopper
who wore his selections, like a purplish-striped sweater under a plaid jacket, with a big,
confident grin.
He was a top student at U-Va., with a scholarship designed for the most “intellectually
curious” students, and that inquisitiveness led him to befriend strangers, have long talks
with friends about big ideas, and travel abroad to places such as Ecuador and Cuba. He
took care of friends and family, offering advice to his younger brother and sister,
reminding his mother they should visit a relative who was sick, surprising friends with
throwback jerseys, paintings, Hawaiian shirts and other thrift-store finds.
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He was unusually disciplined, certain of his major and with his path to a career in finance
mapped out early on; as a junior he already had enough credits to graduate, a summer
at the London School of Economics completed, and a summer internship likely to lead to
a job offer after graduation.
Last month, his classmates graduated from U-Va. without him.
Todd Siler, a teacher at Wyoming High School, said Monday that he saw two of
Warmbier’s friends from the graduating class of 2013, of which he was salutatorian,
earlier Monday. They had been to the hospital to see him, and came to school to see
their friend’s name on the graduation walk; all the students have their name etched on a
brick there. “Tough, tough moments today,” he said.
The Wyoming City Schools said in a statement Monday that they were deeply saddened
by the loss of Warmbier: “The countless contributions he made to his school and
community through his leadership, actions, and limitless enthusiasm will be felt far into
the future.”
Siler said, “Otto just brought out the best in people.”
“In a short time he had an impact on so many people of all different walks of life. … I
think that’s what makes his passing so hard — there aren’t enough people like that in
this world. We lost a good one. We lost a great one.
“Otto was strong, such a strong kid,” Siler added. “His spirit touched everybody, and I
want to believe that, despite the treatment that he experienced, that he was hanging on
to come home. And he did that. He knew he was there and with family. … I think there
was a part of him still left that understood that.
“He’s home. So it’s okay to let go.”

U.S. student freed from N. Korea in state of 'coma'
By Chang Jae-soon
Yonhap News Agency (14.06.2017) - http://bit.ly/2szk7eZ - The American student just
freed from a long detention in North Korea is in a coma, his parents were quoted as
saying Tuesday, a surprise that could further complicate the already tense relations
between the two countries.
Otto Warmbier, a 22-year-old University of Virginia student, was released after 17
months of detention in the communist nation. His parents later told the Washington Post
that their son was being transported on a U.S. military plane in a coma.
The parents were also quoted as saying that North Korean officials informed them via
U.S. envoys that Warmbier fell ill from botulism sometime after his trial in March last
year and fell into a coma after taking a sleeping pill.
Earlier, U.S. Secretary of State Rex Tillerson announced Warmbier's release, but made no
mention of his condition.
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"At the direction of the President, the Department of State has secured the release of
Otto Warmbier from North Korea. Mr. Warmbier is en route to the United States, where
he will be reunited with his family," Tillerson said in a statement.
"The Department of State continues to have discussions with the DPRK regarding three
other U.S. citizens reported detained. Out of respect for the privacy of Mr. Warmbier and
his family, we have no further comment on Mr. Warmbier," he said.
The North first informed the U.S. Monday last week that Warmbier is in a coma, and
President Donald Trump was immediately informed of the fact and ordered his medical
evacuation, according to the Washington Post. The U.S. special representative for North
Korea policy, Joseph Yun, traveled with doctors to Pyongyang on a military medical plane
to bring Warmbier home, the report said.
On Tuesady morning, Tillerson reported to Trump that Warmbier is on the way home,
and the last instruction Trump gave was: "Take care of Otto," the paper quoted a senior
administration official as saying.
It was unclear if the North's claim was credible and why the regime held Warmbier for
more than a year even after he fell into a coma. But the development is sure to
significantly deteriorate the already bad relations between Washington and Pyongyang.
Warmbier was arrested in January 2016 for stealing a political propaganda sign from a
hotel and was sentenced to 15 years of hard labor. His release brought to three the
number of Americans held in the North.
The three other detainees are all Korean-American men. Two of them, Kim Hak-song and
Kim Sang-dok, were detained earlier this year, while the third, Kim Dong-chul, was
arrested in October 2015 and sentenced to 10 years of hard labor on charges of
espionage and subversion.
American visitors have often been detained in North Korea on charges of anti-state and
other unspecified crimes. The widespread views are that the communist nation has used
the detentions as bargaining chips in its negotiations with Washington.
Kenneth Bae, a Korean-American missionary, served two years of detention in the North
before being released in November 2014 when then-U.S. Director of National Intelligence
James Clapper made a secret trip to Pyongyang to win his release and that of another
U.S. detainee.

North Korean soldier crosses heavily mined DMZ to
defect to South Korea
The Straits Times (13.06.2017) - http://bit.ly/2tkOYsp - A North Korean soldier escaped
to South Korea on Tuesday (June 13) evening by walking across the Demilitarised Zone
that bisects the peninsula, Seoul’s Defence Ministry said.
The soldier, who has not been publicly identified, approached a South Korean border
guard post and expressed a wish to defect, the ministry said in a statement.
“We are holding him to investigate the motive and the process of his defection,” it said
without giving further details.
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There was no exchange of fire during the incident, Yonhap news agency cited a military
official as saying.
Over the decades since the peninsula was divided, dozens of North Korean soldiers have
fled to the South through the zone, which extends for two km on either side of the actual
border.
The most recent such case was in September last year. Prior to that, a teenage North
Korean soldier defected in June 2015.
In 2012, a North Korean soldier walked unchecked through rows of electrified fencing
and surveillance cameras, prompting Seoul to sack three field commanders for a security
lapse.
More than 30,000 North Korean civilians have fled their homeland but it is very rare for
them to cross the closely guarded inter-Korean border, which is fortified with minefields
and barbed wire.
Most flee across the porous frontier with neighbouring China.

The Regime Strikes Back: A New Era of North Korean
Information Controls
By Nat Kretchun
38 North (09.06.2017) - http://bit.ly/2sjzbgN - Nearly every North Korea watcher will tell
you that the famine of the mid-1990’s fundamentally altered North Korean society and
the economy. The collapse of the socialist economy crippled the state’s ability to provide
for its citizens, thus forcing individuals, including many who were part of the North’s vast
security apparatus, to find other ways to survive. As a result, activities that would have
resulted in severe punishments before the famine era—from black market trading and
smuggling to viewing South Korean soap operas—became routine.
For the country’s media and information environment, this loss of state control meant
that once severely enforced restrictions on the consumption of foreign media[1] also
eroded, giving citizens access to far more outside media. Simultaneously, state-centered
social organization was partially supplanted by connections between individuals buying,
selling and trading with one another, as North Korea underwent a de facto marketization
process. These developments caused a loosening of state control over media and
communications, which many experts felt the regime would be unable to regain.
However, since Kim Jong Un has come to power, new strategies for reasserting control
over information and media appear to be emerging.
Information Control Breakdown and a “Quiet Opening”
By the time InterMedia’s first report on the North Korean information landscape—A Quiet
Opening: North Koreans in a Changing Media Environment —was written in 2012, most
North Koreans were consuming some form of outside media. The types of media ranged
from shortwave radio broadcasts to South Korean films and dramas on DVDs. This was
possible in part as media devices and content were being supplied across the border with
China and in part because North Korean information control mechanisms to police
unsanctioned media content had largely atrophied. Security personnel were happy to
take bribes to overlook offenses such as watching South Korean soap operas and citizens
were reporting less on one another for ideological infractions than they had previously. In
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the post-famine era, the state could no longer regularly reward loyalty; and as the
influence of markets grew, money in the form of bribes became an important source of
income for many security personnel. Viewing, listening to and sharing illegal media and
information became an increasingly normalized behavior.
North Koreans quickly adopted new digital technologies that facilitated these behaviors
such as Notels and USB drives, as they became available and affordable. However, even
as the technologies that supported unsanctioned media consumption became more
advanced, media and information necessarily spread in an ad hoc person-to-person
fashion as there were no internet or cellular data services available to normal North
Korean citizens. While this made the spread of media inefficient and messy, it also made
it extremely difficult for authorities to control, as they were unable to reconstitute the
security state of the pre-famine era.
Legal Mobile Phones: Signs of a New Strategy
After a brief initial flirtation in the early 2000s, in 2008, the North Korean government in
partnership with the Egyptian firm Orascom introduced legal domestic mobile phones and
service. At the time, many North Korea watchers assumed this new development would
again be stopped when authorities realized how difficult mobile service would be to
control or that they would not be available to citizens outside of an already closely
monitored elite. However, as Orascom subscription numbers continued to rise into the
millions, the North Korean media featured the devices in official communications, and
refugees and defectors with quite ordinary social and economic backgrounds reported
having owned and used domestic phones. Within a short time, it became clear that
mobile phones were both in wide use and that use was broadly sanctioned by the
government.
Naturally, this raised the question of why a regime so focused on isolating and controlling
its citizens would introduce such powerful communications devices. Even with the kinds
of network controls that were immediately apparent, such as no international calling and
no mobile internet, mobile phones represented a huge departure from the North Korean
government’s previous security strategy of control by personal isolation and integration
into state-affiliated social and economic structures. After spending decades mediating
communications through organs of the state, why was the North Korean government
opening up interpersonal communications among its citizens? Could they be desperate
enough for the potential economic gains of advanced telecommunications that they were
willing to prioritize that over security concerns? Was a new young leader, Kim Jong Un,
naïve enough to not to fully grasp the potential risks involved?
Sometime in 2015, it became clear that the North Korean authorities were anything but
naïve, as the outside world began getting some of its first indications of the new kinds of
censorship and surveillance solutions that were being created and employed.
Networked Censorship and Surveillance: Ensuring a Clean Digital Environment
While it is unclear how much of the design and software development had been done
prior to the rollout of mobile phones in 2008, by 2013-2014, mobile operating system
updates had been pushed out to all domestic mobile phones which contained software
referred to by technically knowledgeable North Koreans as the “signature system.” This
software made all unsanctioned files and apps unusable on domestic phones and even
deleted unsanctioned files off of micro-storage devices—such as micro-SD cards—that
were inserted into a North Korean mobile phone. Technical analyses of this mobile
software indicates that this automated censorship technique is quite sophisticated and
very difficult even for technologically savvy professionals to undermine. In effect, it
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means that only apps and files that have been electronically signed by North Korean
authorities are usable on North Korean mobile phones.
North Koreans who used mobile phones in the country confirmed that when the mobile
operating system update was instituted (most North Koreans refer to it by a change in
the color of the signal strength display on the phone interface), the new signature system
software effectively ended their ability to use their mobile phones to access and share
unsanctioned files, from South Korean dramas and Korean pop songs to novels in .txt file
forms. After a brief window in which citizens experienced the potential their mobile
phones had as media devices, authorities completely eliminated that function.
Moreover, the signature system represents just one of a suite of advanced security
measures, many of which focus on surveillance and tamper resistance. For instance, one
newly explicated feature appears designed to assist human security forces in conducting
in-person inspections of mobile phones by capturing user activity histories and
automatically taking periodic screenshots, which the user cannot delete.[2]
North Korean authorities have the dual advantages of a huge technological sophistication
gap over their own citizens and having the unique ability to dictate what hardware and
software citizens use. By pursuing censorship and surveillance priorities at the device
level, the government has been able to introduce mobile phones that are extremely
difficult to use as interfaces for unsanctioned media and open up new surveillance
avenues that are far less resource-intensive than their traditional human security forces.
Network Expansion: Will This New Security Strategy Move Beyond Mobile
Phones?
It is likely that the North Korean authorities view the introduction of mobile phones as
largely successful, given the security features they have been able to include. Analysis of
other devices and software such as tablet and desktop operating systems indicate that
many of the defining security features of the domestic phones are also present for
devices that are not connected the cellular network. This seems to suggest that
authorities may be preparing for expansion of other digital networks such as the
domestic intranet. This would allow the government to pursue a similar security strategy
for a whole range of devices beyond mobile phones with the goal of moving citizens away
from un-networked devices that authorities cannot track or control to those on
government networks.
Person-to-Person Connection: A Silver Lining?
The North Korean government has been able to allow the introduction of legal mobile
phones, while still maintaining some level of control of their usage. The rollout of new
sophisticated censorship and surveillance tools are likely to severely limit the spread of
unsanctioned media through mobile devices and open up some forms of communication
to surveillance. Yet, it is also important to keep in mind what authorities are ceding.
Given the availability and legality of mobile phones, North Koreans will undoubtedly
experiment with the bounds of acceptable use—many already report routinely conducting
quasi-legal business dealings via their mobiles.
However, mobile phones in the North still provide the potential for much greater
horizontal interpersonal connection between North Koreans. The wide proliferation of
legal mobile phones effectively signals the end of the regime’s former strategy of control
by individual isolation. As connections between individuals continue to broaden and
strengthen, aided by mobile communications, informal issue constituencies will
undoubtedly form and share information—farmers will connect and talk to each other
about what’s important for farmers, computer programmers will discuss computer
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programming and so forth. It is through those connections and the start of informal, nonstate directed social organization that North Korean citizens may begin to constitute
more than a collection of isolated individuals and more credibly engage in some forms of
state-society negotiation. As North Korea’s society and economy continues to evolve,
connection among ordinary citizens provides a way to potentially coordinate efforts to
influence the direction of those changes, which could prove as transformative as the
influx of foreign media the authorities are going to such great lengths to block.
[1] In North Korea, only state sponsored media is considered legal for
consumption. Punishments for accessing foreign media such as US sponsored
radio broadcasts and South Korean dramas and films often included labor or
political prison camp sentences for such offenses.
[2] For details on this feature and other elements of the North Korean Android
Operating system see: Grunow, Florian, Niklaus Schiess, and Manuel Lubetzki.
Woolim: Lifting the Fog on DPRK’s Latest Tablet, https://media.ccc.de/v/33c38143-woolim_lifting_the_fog_on_dprk_s_latest_tablet_pc.

Council adds 14 persons and 4 entities to its sanctions
lists in line with the latest UN Security Council resolution
Council of the European Union (08.06.2017) - http://bit.ly/2qZbwOE - The Council added
14 persons and 4 entities to the lists of those subject to an asset freeze and travel
restrictions, transposing new listings imposed by UN Security Council resolution 2356
(2017). This resolution was adopted on 2 June 2017 in response to the Democratic
People's Republic of Korea (DPRK)'s ongoing nuclear-weapon and ballistic missiledevelopment activities, in violation and flagrant disregard of previous UN Security Council
resolutions.
The Council decision brings the total number of persons under restrictive measures
against the DPRK to 53 persons and 46 entities as listed by the UN. In addition, 41
persons and 7 entities are designated by the EU autonomously.
The EU is implementing all UN Security Council resolutions adopted in response to the
DPRK's nuclear and nuclear weapons, other weapons of mass destruction and ballistic
missile programmes. In addition, the EU has also imposed autonomous restrictive
measures against the DPRK, complementing and reinforcing the UN sanctions regime.
The legal acts were adopted by written procedure. They will be published in the Official
Journal of 9 June.

The North Korean slaves of St Petersburg
Exploitation of 110 North Korean workers by Kim Jong-un and Russia on the
construction site of the Zenit Arena Stadium, one of the venues for the 2018
Football World Cup
By Willy Fautré, Human Rights Without Frontiers (Brussels)
•
•

The context of the corruption
Exploitation of North Korean workers by Dalpiterstroj, Seven Suns and
other construction companies
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Kim’s escape story: a Russian lawyer testifies

HRWF (29.05.2017) – A few weeks ago, the Norwegian football magazine Josimar
published a very long report [1] about the exploitation of 110 North Korean workers on
the construction site of the Zenit Arena Stadium in St Petersburg.
Almost every day from 2006 until March 2017, thousands of people have been carrying
out work on the stadium and the surrounding area. A minimum of 1,500 workers have
been on-site nearly every day since 2009. The majority of these workers are from
Tajikistan, Uzbekistan, Kyrgyzstan, Belarus, Moldova, Ukraine and other former Soviet
republics. However, there are also workers North Korea.
The context of the corruption
While the estimated cost for the construction of Zenit Arena stadium was 220 million
dollars in 2006, it has by now accumulated a 1.5 billion dollar price tag. This figure does
not include the cost of infrastructure being built in relation to the stadium: a new road
and a metro station are also under construction. The total price could be over 3 billion
dollars, according to Dimitry Sukharev of the St Petersburg office of Transparency
International.
“Based on guidelines and standards for quality assurance, we estimate the total cost
should have been around a third, or less than a third, of the actual cost,” Sukharev told
Josimar.
“The only explanation for the dramatic increase in spending is corruption. Another reason
is that project descriptions were written after the building work had been done. Budgets
were also made after the money had been spent – to include the amounts that had
‘disappeared’.”
It has already taken 11 years to build the stadium and it is still not finished. It has been
a site of systematic abuse of migrant workers, slave-like conditions, corruption and
death.
Last summer, Igor Albin, a former minister in Vladimir Putin’s government and nowadays
vice-governor of St Petersburg, decided to remove Transstroj as main contractor for the
building of Zenit Arena. Until last year, Transstroj was owned by the oligarch Oleg
Deripaska, one of the richest men in Russia with an estimated net worth of US$5.2 billion
as of May 2017. He is also known for his close ties to Russian president Vladimir Putin.
Vice-governor Albin then ‘encouraged’ a number of construction companies in St
Petersburg to work for free on the stadium site until the end of the year in exchange of
future assignments and fewer inspections.
One of those companies which followed Anbin’s ‘encouragement’ was Dalpiterstroj.
They are specialized in building big apartment complexes in and around St Petersburg.
Towards the end of August, the company showed up at Zenit Arena with sixty North
Korean workers. They were assigned to do cosmetic work on the stadium site.
“For free, Dalpiterstroj did work on the arena worth many millions of roubles. It was a
‘gift to our beautiful and city’,” Josimar was told by Pavel, a project manager working for
one of the many subcontractors doing work in and around the stadium.
“Had these companies said no to Igor Albin, they could have said goodbye to future
assignments. Also, they would have been subjected to on-site inspections and book
audits,” Pavel claimed.
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Exploitation of North Korean workers
One of the other firms which followed Albin’s ‘invitation’ was Seven Suns, a company
known for building luxury apartments for the city’s well-to-do. They brought fifty North
Koreans to do the painting work on the stadium.
Around the same time, as several new construction companies began working for free on
the arena, a North Korean middleman knocked on the door of Pavel’s office and said he
could provide one-hundred North Korean workers who could work around the clock until
the end of the year. The price was 6 million roubles (about 95,000 EUR). Two-third of
which would be sent to the North Korean government; the workers would be paid 600
roubles (9.5 EUR) per day.
“On the building site of Dhushary, a few kilometers south of St Petersburg, Dalpiterstroj
is building huge apartment complexes. A significant amount of the workforce is North
Korean. They work from 7am until midnight behind walls topped with barbed wire and
under the surveillance of guards with dogs. From August until December 2016, many
were working at Zenit Arena. They are under 24-hour surveillance. They have no rights.
A ‘day off’ is unknown to them. The North Korean regime abuses them, as do their
employers abroad. Many have left their home country on ten-year contracts,” Pavel told
Josimar.
In November 2016, a North Korean was found dead in a strange container outside the
stadium, according to a few Russian websites. The Russian police said the man had died
of a heart attack. According to some sources, several international organizations
contacted FIFA and expressed deep concerns about the working conditions after the
death of the North Korean worker.
Kim’s escape story: a Russian lawyer testifies
“The North Korean workers are completely exhausted, mentally and physically. They
work and live under terrible conditions. Their passports are confiscated, which practically
makes them into slaves. They know that, if they complain, there will be consequences for
themselves and their families back home. That is the biggest difference between them
and other migrant workers. An Uzbek worker knows, if he complains, that there will be
no consequences for his family at home,” Olga Tseitlina, a human rights lawyer told
Josimar.
Last year, she had a North Korean client, Kim. For safety reasons, she does not want to
reveal his full name.
He was ordered by the North Korean regime to work in the timber industry in a small
village in the eastern part of Russia. He was told it was his duty to help his beloved
homeland and that it would benefit his family.
This happened shortly after he had served ten years in the armed forces, the minimum
time for national service in North Korea. In the military, he and many others were
regularly beaten by their superior officers. No-one dared complain.
As a timberer in the Siberian forestry industry, the workdays were long and hard. Kim
was only paid five dollars a month. The rest of his salary was passed on to the regime.
Kim and the others lived in a camp without running water or the possibility of having a
shower after work. His body was full of insect bites. Lice were common. They were given
an apple, an egg and some rice every day. For three years, he lived and worked as a
slave before he did what most North Korean workers abroad would never dare: He ran
away…
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With hardly any money and without identity papers, Kim headed west. After a few
months on the run, he met a Russian woman. The relationship became romantic and
they got two children: two sons now aged five and three.
Last autumn, Kim was arrested. According to an agreement between Russia and North
Korea, potential defectors must be reported immediately. A court decided to send him
back to North Korea.
Kim contacted the police to apply for a residence permit. He did not want to live on the
run any more. He had begun a new life and he wanted to stay.
The North Korean embassy in Moscow got involved as soon as they knew about the case.
They wrote to the Russian Ministry of Foreign Affairs and included a letter from Kim’s wife
and son in North Korea. They missed him, the letter said, they thought of him every day
and they urged him to return to their beloved homeland.
Kim says his wife and son have been forced to write this letter because they would have
been killed if they had refused.
He did not want to be interviewed by Josimar because it would be considered high
treason, with fatal consequences for his wife and son in North Korea.
On 10 February 2017, the lawyer was informed that her client had won on appeal due to
a technicality and Kim was not deported.
Since escaping from the work camp in Siberia, he has supported himself by taking odd
jobs in the St Petersburg area. Right now he is working in a car wash. He dreams of a
Russian residence permit, which will be difficult to obtain. He hopes to reach an
agreement with the UN High Commissioner for Refugees and to get legal residency in a
safe country for him and his Russian family.
More reading
The Times: https://www.thetimes.co.uk/article/fifa-kept-quiet-over-north-koreanstadium-slaves-in-russia-qkrg5t3wk
The Times of India: http://timesofindia.indiatimes.com/sports/football/top-stories/fifaadmits-north-koreans-helped-build-world-cup-venue/articleshow/58859647.cms
AFP/ Malta Sport:
http://www.maltasport.com/modules/interfootball/item.php?itemid=39263
[1] Full Josimar article with pictures: http://www.josimar.no/artikler/the-slaves-of-stpetersburg/3851/

World Cup 2018: Fifa admits workers have suffered
human rights abuses
By David Conn
The Guardian (25.05.2017) - http://bit.ly/2s25LzB - The Fifa president, Gianni Infantino,
has admitted there have been human rights abuses of workers involved in the
construction of the arena in St Petersburg due to host matches in next year’s World Cup.
In a letter to the presidents of four Nordic football associations, which the Guardian has
seen, Infantino also acknowledged that some men from North Korea, whose working
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conditions are “often appalling”, were deployed to work at the Zenit Arena in St
Petersburg.
The presidents of the Swedish, Danish, Norwegian and Icelandic FAs wrote to Infantino
raising their concerns last week, following in-depth reportage by the Norwegian football
magazine Josimar, which highlighted dreadful working conditions at the St Petersburg
site. The article alleged that accommodation for the North Korean and other workers was
in crowded storage containers outside the stadium, and cited local reports that a North
Korean man was found dead in one of the storage containers, having suffered a heart
attack.
The conditions of North Korean workers in Russia, China and the Middle East, effectively
sent abroad by their country’s totalitarian regime in return for commission, was described
as “exploitation” and “slave-like” in a resolution of the United Nations in November. The
Josimar report interviewed migrant workers from other countries who said they had
worked long hours in dismal conditions at the Zenit Arena and been underpaid, in cash.
In his letter to the four FA presidents dated Monday 22 May, Infantino said: “Fifa is
aware of and firmly condemns the often appalling labour conditions under which North
Korean workers are employed in various countries around the world.”
He acknowledged that an inspection team for Fifa’s “Decent Work Monitoring System”,
set up to address concerns about human rights abuses, did find “strong evidence for the
presence of North Korean workers on the construction site in St Petersburg” on a visit in
November. “The issues found were subsequently raised with the respective company and
with the general contractor,” Infantino wrote.
A further inspection carried out in March found no more North Korean workers employed
at the site, he said.
The monitoring system, which Infantino said has since been strengthened, is run jointly
by Fifa and the committee in Russia organising the World Cup, whose chairman is Vitaly
Mutko, the country’s deputy prime minister. Infantino acknowledged in his letter there
had been “incompliances” relating to health and safety – five workers have reportedly
died in accidents – timely payment of salaries and accommodation at the site.
“As a consequence of the relatively high number of incompliances compared with the
other Fifa World Cup stadiums found in St Petersburg and due to the fatal accidents that
happened on that construction site, Fifa and the local organising committee have
required the general contractor to take immediate steps to rectify the issues identified,”
the letter read.
In a statement, Fifa said it continues to monitor all World Cup construction in Russia,
adding that no further evidence has been found of North Korean workers on any sites.
“These activities are part of a broader effort by Fifa to systematise and enhance its
activities to ensure respect for human rights throughout its operations,” the statement
read.

North Korean refugees announce ‘Brussels Declaration’
By Irene Kostaki
NewEurope (27.04.2017) - http://bit.ly/2p0FnsS - Representing 30,000 refugees, North
Korean refugees’ representatives are standing for 25 million of North Korean citizens,
longing for human rights, freedom, and democracy.
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It was on April 6 when the European External Action Service expanded sanctions against
the North Korea. Sanctions were introduced on 22 December 2006 and included the
prohibition on investments in the DPRK to new sectors, namely the conventional armsrelated industry, metallurgy and metalworking, and aerospace.
The European Council had also agreed to prohibit the provision of certain services to
persons or entities in North Korea, namely computer services, and services linked to
mining and manufacturing in the chemical, mining and refining industry.
North Korean refugees step up for rights and freedom
The “Brussels Declaration” that was presented on April 25 in the Belgian capital, tops up
eight priorities, focusing on human rights and basic freedoms that citizens are denied in
North Korea.
Refugees ask for no excuse to the duty to respect all the article of the “Universal
Declaration of Human Rights,” the “Chapter of the UN” and the “agreement of human
rights”.
“North Korea must ensure the minimum right to maintain decent living with safety for the
citizens,” complying with it as a UN member, according to the declaration, as North
Koreans suffer from a lack of food supplies. What is more, proper treatment and welfare
are not offered to citizens.
“North Korea is an anti-democratic state-controlled country, whose citizens are deprived
of basic freedoms. The citizens have, therefore, been sorted by class and background
origin.
“King Jong Un regime must take the responsibility on all forms of inhumane behaviours”
reads the declaration.
The UN Commission of Inquiry for Human Rights in North Korea has demanded the
approval for the investigation group’s verification visit, something that Kim Jong Un
regime has refused.
Kim Jung Nam assassination in Malaysia
“The assassination of Kim Jung Nam in Malaysia is not a case that can be dealt between
North Korea and Malaysia under bilateral diplomacy,” the declaration adds, as the
terrorist act used biochemical weapons, VX, forbidden by UN, in clear violation of
international law.
Kim Jong Un nuclear – missile programme
The declaration calls for Kim Jong Un to abandon the nuclear programme he keeps
developing as soon as possible and take responsibility and duty for the regional peace
and stabilisation, as a member of international society, and step forward for sincere
peace talks.
A North Korean missile exploded within seconds of its launch on the east coast on April
16, as confirmed by South Korean and US officials.

The World Congress for North Korean Defectors
HRWF – Human Rights Without Frontier Advocacy Officer, Lea Perekrests, attended the
congress and participated in the expert panel discussion at the World Congress for North
Korean Defectors. The day’s speakers included:
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•
•
•
•
•
•
•
•
•

Mansok Chang, President of EUFreeNK
Csaba Sogor, MEP
Szusza Ferenczy, Assistant to MEP Laszlo Tokes
Jung Hoon Lee, Ambassador of ROK for DPRK human rights issues
Youngae Ma, INKAHRD
Chang Su Yang, INKAHRD Japan
Christopher Green, Leiden University
Michael Glendinning, European Alliance for Human Rights in North Korea
Leonie Allard, Asia Centre, France

At the end of the event, the Brussels Declaration was announced. See below for the full
declaration.
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